Email Settings

Last Modified on 10/22/2022 9:46 am CDT

Tool Rights | SMTP Server Configuration | Mailgun Configuration

Classic View: System Administration> Messenger > Messenger Preferences > Email Settings

Search Terms: Email Settings

The Email Settings tab allows a user to configure general settings for email messages. The initial

setup of this tab should be completed before email messaging is attempted.

Email Settings ¢

Communication Messenger Settings Email Settings

n Save

Basic Settings

*Default Sender Email Address district@districtexample com

“SMTF Host [smtp.inﬁnitecampus.com l
SMTP Port ({leave blank to use default port)

SMTP Timeout

Use Authentication O

Username [ l

Password [ l

Werify Password [ l

Use TLS O

Advanced Settings
Minutes Between Retries

Max Errors Before Cancel
Throttle Email Messages

emails per second (leave blank to not throttle)

Email Attachment Settings
Allow Email Attachments

Limit Email Attachment File Size - MB
Global Email Settings
Use Sender's Email from Census as Reply To Email Address

Allow Custom Reply To Email Address
Allow Custom Sender Display Name

Require Custom Sender Display Name in Campus Instruction
Test Email Settings Configuration

Send Test Email [test@example.cnm

Tool Rights

PATH: System Administration > User Security > Users > Tool Rights

Users must have at least A(dd) tool rights in order to configure Email Settings.
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Email Settings Tool Rights

SMTP Server Configuration

The sections below will describe how to configure your email depending on whether or not you will
use TLS encryption:

e Non-TLS Configuration
e TLS Configuration
e Field Descriptions (SMTP)

Non-TLS Configuration

To configure the Email Settings for email messaging from an internal school/district server, or other
email service that does not use TLS encryption:
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Basic Settings

=Default Sender Emad Address district@districtzscample. com

=SMTP Host =mtp.infinitecampus. com |
SMTF Port {leave blank to use default port)

SUTP Timeont (o )

Use Authentication |

Global Email Settings
Usze Senders Email from Census a5 Reply To Email Address ||

Allow Custom Rephy To Email Address N
Allow Custom Sender Display Mame O

Test Email Settings Configuration

Send Test Email |tast@~axarrpla.:>nrr

Standard Email Settings

The following steps are required for standard setup:

Enter the Default Sender Email Address.

Enter the SMTP Host address.

Enter the SMTP Port.

Choose the number of Minutes Between Retries (optional).
Select the allowed Max Errors Before Cancel (optional).
Click the Save icon.

oA wWwNHE

Users are highly advised to enter and Send a Test Email to ensure entered values are correct.

TLS Configuration

To configure the Email Settings to allow emails from email services and SMTP servers that require
TLS encryption of transferred messages:
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I Basic Settings
“Default Sender Emad Address districti@districtexample. com
“SMTP Host smip. infinitecampus. com |

SMTF Port EET {leave blank to use default port)
SMTP Timeout
(]

Use Authentication
Usemnams
Password

Verify Password
Use TLS
|| Advanced Settings
Minutes Betwesn Retries

Max Errors Before Cancel
Throttle Email Messages

Email Attachment Settings
Allw Email Attachments |

Global Email Settings
Use Senders Email from Census 3= Rephy To Email Address |

Allow Custom Rephy To Email Address
Allow Custom Sender Display Name
Test Email Settings Configuration

Send Test Email |lasl@_~axarr ple.com |

TLS-Encrypted Setup of Email Settings

The following steps are required for standard setup:

Enter the Default Sender Email Address.
Enter the SMTP Host address.

Enter the SMTP Port.

Mark the Use TLS checkbox.

P wWwhNR

Users are highly advised to enter and Send a Test Email to ensure entered values are
correct.

5. Click the Save icon.

Optional Configuration Steps

The following steps are optional for standard setup:

1. Mark the Use Authentication checkbox and enter values in the authentication fields:
o Username
o Password

2. Choose the number of Minutes Between Retries.

3. Select the allowed Max Errors Before Cancel.

Field Descriptions (SMTP)

The table below describes each field available:

Field Description
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Field

Default
Sender Email
Address

Use SMTP
Server

SMTP Host

SMTP Port

SMTP Timeout

Use
Authentication

Description

The default email address that appears as the "sent from" address on sent
email messages. This field is required.

The Default Sender Email Address must be a real email address so that the
recipient’s email server does not view the message as SPAM. A real email
address also allows bounce-back messages to be delivered to an actual
mailbox even if the mailbox is not monitored.

Do not include “infinitecampus” in the email address as this incorrectly
gives the impression that emails are being delivered by the company
Infinite Campus.

To reduce the chance an email is flagged as spam, avoid using "noreply"
or "donotreply" in the Default Sender Email Address.

Select this radio button to begin configuring email settings for an SMTP
server.

The Simple Mail Transfer Protocol (SMTP) host name used to transfer emails.
SMTP is the only protocol supported in Campus.

The specific port allowing SMTP and email exchange. To use the default SMTP
port, leave blank. Otherwise, if a specific port number is required by a
service, enter it in this field.

The amount of time that Campus will wait for the SMTP server to respond. If
the SMTP server does not respond in the specified amount of time, the
message will timeout and Campus will resend the message according the
preferences set in the Advanced Settings group on this screen.

The SMTP Timeout dropdown list includes the following options:

o

30 seconds (default)
1 minute

o 2 minutes

3 minutes

4 minutes

5 minutes

o

o

o

o

If a username and password are required for SMTP authentication, this box
should be checked. When checked, the Username and Password fields will be
unlocked for editing.
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Field

Username

Password

Use TLS

Minutes
Between
Retries

Max Errors
Before Cancel

Throttle Email
Messages

Allow Email
Attachments

Description

The username required for server authentication, if required by SMTP server
setup.

This field is available for editing when the Use Authentication field is set to a
value of "Yes."

The password required for server authentication, if required by SMTP server
setup.

This field is available for editing when the Use Authentication field is set to a
value of "Yes."

Checkbox indicates whether or not Transport Layer Security (TLS) should be
used to encrypt email transfer on the server. Some services require this
encryption.

The number of minutes to wait between a failed message delivery attempt
and the next message delivery attempt.

The maximum number of failed message delivery attempts allowed before all
attempts to deliver the message are canceled.
The default value for this field is "10."

This option determines the number of email messages the application server
will process per second. You may enter any number from 1 to 999.

This option allows users to add email attachments to messages. When this
option is checked, all Messenger tools display the option to send email
attachments. When this option is not checked, no tools display the option to
send email attachments.

If there are template email attachments and this checkbox is cleared so
that the option to upload an attachment is removed, the templates will
NOT send the attachments.
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Field

Limit Email
Attachment
File Size

Description

This option allows you to set size limits for email attachments. If a user tries
to attach a file that is larger than the limit set in this field, an error message
will display explaining that their file is too large.

The maximum file size is 100 MB and is set in the Campus XML file.

Districts using Campus' SMTP Host are limited to 1.3 MB regardless of what is
entered in this field.

Large email attachments of several MBs will take several minutes to
upload.

If there are templates with email attachments and this field is changed
to a limit lower than what exists on the saved templates, the templates
WILL send the saved email attachment. If the template is changed and
saved, you will not be able to save the large email attachment.
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Field

User Sender's
Email from
Census as
Reply to Email
Address

Description

Mark this checkbox to have the sender's email address (Census > People >
Demographics > Email) auto-populate the Reply To Email field in the

Message Builder and Staff Messenger tools.

Message Builder v

Communication > Messenger > Message Builder

UserGroup

Enter the filter criteria for Message Builder:

Template Copy | Delete |

Message Type: Saved Filters (select 1 or more)
General Notification  ~ Birthdays A-F ~
Birthdays G-L
Deliver Ta:

Birthdays M-Q
[ Student Messenger Contacts Bithdays R-Z.

@ Message For Each Student

OOne Message Limit
[ students

Demographics t¢

Census People » Demographics

Delete E Person Summary Report

Portal Username

Enrollment Filter:

Message Only Active Students

Limit delivery to contacts that speak:

Mo Language Preference v

No Active Portal Account

Personal Contact Information

Messenger Preferences Contact Reasons

Behavior
Contact Information Private  Ei M General Priority Teacher
Email:| SmithJ@districtinformation com [m] [m] [m} [m]
‘Secondary
Email|
e [m] [m] [m] [m] O O 0O

Delivery Devices: Inbax Email

eply To Email [Smth@d\strlctmfovmatmn.com

Sender Display Name: | principal Smith

If the default language en_US is removed from Attribute Dictionary >
Contact > Pref. Language, the option to User Sender's Email from Census
will not work. Districts can add/edit other languages within the Attribute

Dictionary, but should never edit or delete en_US.

This option does not apply to Emergency Messenger. Emergency
Messenger uses the Email Address from the Default Sender Email

Address on this screen.
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Field Description

Allow Custom Mark this checkbox to have the Reply to Email field in the Message Builder
Reply to Email and Staff Messenger tools unlocked and able to be edited.
Address

All student fiter for survey
Anderson

BLG Participation Data
BLG virtual today

Copy oft

Duinlicata Rl Ao cinola otudant

SPPPLP

Set Filter Operation:

Delivery Devices: Inbox Email L] voice L] Text

Reply To Email [JohnS@school.com

ender Dizplay Name: Principal Smith

Message Suhiec1| |

Message Body

1 B I u = = = W BH O

|
I

(=]

[wn]

il
i
hd
i

If you check both the User Sender's Email from Census as Reply to
Email Address and Allow Custom Reply to Email Address checkboxes,
the Reply to Email field will auto-populate with the sender's email address
but remain unlocked and able to be edited.

This option does not apply to Emergency Messenger. Emergency Messenger

uses the Email Address from the Default Sender Email Address on this
screen.
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Field

Allow Custom
Sender
Display Name

Require
Custom
Sender
Display Name
in Campus
Instruction

Send Test
Email

Description

Mark this checkbox to have the Sender Display Name field display in the
Message Builder, Staff Messenger and Emergency Messenger tools. If
enabled, the field will display only when Email is selected from the Delivery
Devices options. This field allows the sender to customize the name they
would like displayed in the recipient's email inbox for easier identification

purposes.
seriGroup Template Cory | Deie
Enter the filter criteria for Message Builder:
Meszage Typs: Saved Filters {zelect 1 or more)
= @ Attendance Fiters ~
) Grade Filters
s # @l Scheduling Fiters
|| stugent Messengsr Contacts Q sl students for survey
% Message For Each Student Q. Bzhavior
One Message Limit Q. EBshavior Level 4
[ Students [ Birthday List January
Enroliment Filter: E
[ Message Only Active Students g Focused Other By Date v T
. d
Limit delivery to contacts that speak:
[NeLalvlagePrelam v] E v Today
d .
d John Smith
E Field Trip Volunteers Meeded 1:43 PM
g Dear Parent/Guardian, Cur fall
]
d » Last Week
E 5 Three Weeks Ago
2 Oldar

Set Filter Operation: | Union w

& Email

Mark this checkbox to display the Sender Display Name field in Campus
Instruction messenger tools. When marked, an entry is required before the

message can be sent.

This checkbox is available only when the Allow Custom Sender Display
Name checkbox is marked.

Enter a valid email address and select the Send Test Email button to test
whether the Email Settings entered above this field are correct. If you receive
the test email in your inbox, your Email Settings are configured properly. If
you do not receive the test email, this indicates one or more of the fields
above is incorrect or invalid.

Mailgun Configuration

Mailgun is a third party email relay system Campus uses to distribute emails out to service
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Infinite :

providers. Campus provides Mailgun to Campus Cloud (CC) or Campus Cloud Choice (CCC) hosted
districts. Non-CC/CCC hosted districts can obtain an account directly from Mailgun if desired. This
section will walk you through configuring Campus to send email messages using Mailgun.

Email Settings ¥

Communication Messenger Settings Email Settings

[ s

Basic Settings

“Default Sender Email Address district@districtinformation.com
@Use Mailgun API OUse SMTP Server
*Mailgun Domain [icdemo_mg_inﬁnitecampus_com ]

Advanced Settings
Minutes Between Retries

Max Errors Before Cancel
Throttle Email Messages

Email Attachment Settings
Allow Email Attachments

Limit Email Attachment File Size |3 VB

Global Email Settings
Use Sender's Email from Census as Reply To Email Address

Allow Custom Reply To Email Address
Allow Custom Sender Display Mame
Require Custom Sender Display Mame in Campus Instruction

Test Email Settings Configuration

Send Test Email

[test@example.com

The following steps are required for a Mailgun setup:

Enter the Default Sender Email Address.

Select the Use Mailgun API radio button.

Enter your Mailgun Domain.

Enter an email address in the Test Email Setting Configuration section and click the Send Test
Email button. This test email allows you to ensure the settings you have entered are correct.
5. Click the Save icon.

P wihH

Optional Configuration Steps

See the table below for more information about remaining optional fields found in the editor.

Field Descriptions (Mailgun)

The table below describes each available field.
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Field

Default
Sender
Email
Address

Use Mailgun
API

Mailgun
Domain

Minutes
Between
Retries

Max Errors
Before
Cancel

Throttle
Email
Messages

Description

The default email address that appears as the "sent from" address on sent
email messages. This field is required.

The Default Sender Email Address must be a real email address so that the
recipient’s email server does not view the message as SPAM. A real email
address also allows bounce-back messages to be delivered to an actual mailbox
even if the mailbox is not monitored.

Do not include “infinitecampus” in the email address as this incorrectly
gives the impression that emails are being delivered by the company
Infinite Campus.

To reduce the chance an email is flagged as spam, avoid using "noreply" or
"donotreply" in the Default Sender Email Address.

Mark this radio button if you use Mailgun as your email delivery service.

This feature is only relevant for users who use Mailgun as their email
delivery service. This functionality is only available for Campus Cloud and
Cloud Choice customers.

The domain tied to your Mailgun account.

The number of minutes to wait between a failed message delivery attempt and
the next message delivery attempt.

The maximum number of failed message delivery attempts allowed before all
attempts to deliver the message are canceled.
The default value for this field is "10."

This option determines the number of email messages the application server
will process per second. You may enter any number from 1 to 999.
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Field

Allow Email
Attachments

Limit Email
Attachment
File Size

Description

This option allows users to add email attachments to messages. When this
option is checked, all Messenger tools display the option to send email
attachments. When this option is not checked, no tools display the option to
send email attachments.

If there are template email attachments and this checkbox is cleared so
that the option to upload an attachment is removed, the templates will
NOT send the attachments.

This option allows you to set size limits for email attachments. If a user tries to
attach a file that is larger than the limit set in this field, an error message will
display explaining that their file is too large.

The maximum file size is 100 MB and is set in the Campus XML file.

Districts using Campus' SMTP Host are limited to 1.3 MB regardless of what is
entered in this field.

Large email attachments of several MBs will take several minutes to upload.

If there are templates with email attachments and this field is changed to a
limit lower than what exists on the saved templates, the templates WILL
send the saved email attachment. If the template is changed and saved,
you will not be able to save the large email attachment.
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Field

Use
Sender's
Email from
Census as
Reply to
Email
Address

Allow
Custom
Reply to
Email
Address

Description

Mark this checkbox to have the sender's email address (Census > People >
Demographics > Email) auto-populate the Reply To Email field in the Message
Builder and Staff Messenger tools.

Message Builder

Message Builder sends notifications to students andior Messenger contacts based on the criteria selected.

The Template Hame and User/Group can be changed after selecting Save or Copy.

p |User ~ <news ~ | Save || Copy | Delete
Enter the filter criteria for Message Builder:
Message Type: Saved Fitters (select 1 or more)
General Notification = i Attendance Fiters ~
Deliver To: ! CZTest
O @ Grade Fiters
‘Student Messenger Contacts 88 Scheduling Fiters
Message For Each Student i Student Data Groups
One Message Limit E B
L stusens & 2| Demographics ¥ Staff, John .
Enroliment Fiter & E: Census > People » Demographics DOB:
[ message Only Active Students Q. o
T T Q cd Save Delete & Person Summary Report & Demographics Data Documents
No Language Preference -~ Q s
Q Rd
Q Te
% 84  Personal Contact Information
s
Q, A Messenger Preferences Contact Reasons
QA Delivery Behavior
Qs _ Contact Information Private Device gency General Priority Teacher
Q sl | [—]
Q o Email:| JohnS@school.com Email Z D : ’7 p‘ |—‘
A n “Taconda
s | 2 e 0 0 0 0O OO
Delivery Devices: Inbox Email [ Text

Reply To Email:

‘Sender Display Name: | Principal Smith

If the default language en_US is removed from Attribute Dictionary > Contact >
Pref Language, the option to User Sender's Email from Census will not work.
Districts can add/edit other languages within the Attribute Dictionary, but
should refrain from editing or deleting en_US.

This option does not apply to Emergency Messenger. Emergency Messenger
uses the Email Address from the Default Sender Email Address on this
screen.

Mark this checkbox to have the Reply to Email field in the Message Builder and
Staff Messenger tools unlocked and able to be edited.
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Mes=sana Builder

Field D

Message Builder sends netifications to students andior Messenger contacts based on the criteria selected.

The Template Name and User/Group can be changed after selecting Save or Copy.

User/Group |User ~ | Template [<new= -] Save | Copy | Delete

Enter the filter criteria for Message Builder:

Message Type: Sawved Fitters (select 1 or more)
General Notification i Attendance Fiters
Deliver To: W CZTest
Wl Grade Filters
I: Student Messenger Contacts

W Scheduling Filters
M T2 TSI Wl Student Data Groups
0One Message Limit
[ students
Enroliment Fitter:
Message Only Active Students

Limit delivery to contacts that speak:
| No Language Preference -~

Set Filter Operation:

[ Text

Reply To Email: [JohnS@Schools.com |

ender Dizplay Name:

Principal Smith

If you check both the User Sender's Email from Census as Reply to Email
Address and Allow Custom Reply to Email Address checkboxes, the Reply
to Email field will auto-populate with the sender's email address but remain
unlocked and able to be edited.

This option does not apply to Emergency Messenger. Emergency Messenger

uses the Email Address from the Default Sender Email Address on this
screen.
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Field

Allow
Custom
Sender
Display
Name

Require
Custom
Sender
Display
Name in
Campus
Instruction

Send Test
Email

Description

Mark this checkbox to have the Sender Display Name field display in the
Message Builder, Staff Messenger and Emergency Messenger tools. If enabled,
the field will display only when Email is selected from the Delivery Devices
options. This field allows the sender to customize the name they would like
displayed in the recipient's email inbox for easier identification purposes.

seriroup Tempiste Copy | Do
Enter the filter criteria for Message Builder:
Message Typs: Saved Filters (select 1 or more)
= W Anndance Fiers A
Deliver To: ! Grade Flllbersl
[+ Wl Scheduling Filters
| Student Messenger Contacts Q, =l students for survey
% Message For Each Student Q. Bshavior
One Mezsage Limit Q, Behavior Level 4
| Students B sirthday List January
Enroliment Filter: E
B Mescage Only Active Students g Focused Other By Date » T
L d
Limit deliveny to contacts that speak:
[NLawPreleterme v] ; v Today
d .
g John Smith
E Field Trip Volunteers Meeded 1:48 PM
5 Dear Parent/Guardian, Our fall
]
d > Last Week
S > Three Weeks Ago
2Older
Set Filter Operation: | Union w
Delivery Devices# B Inbox Emiail

Reply To Emg |mail@districtinlorma‘tion.wm |

John Smith

Mark this checkbox to display the Sender Display Name field in Campus
Instruction messenger tools. When marked, an entry is required before the
message can be sent.

This checkbox is available only when the Allow Custom Sender Display
Name checkbox is marked.

Enter a valid email address and select the Send Test Email button to test
whether the Email Settings entered above this field are correct. If you receive
the test email in your inbox, your Email Settings are configured properly. If you
do not receive the test email, this indicates one or more of the fields above is
incorrect or invalid.

Review Sent Messages via Mailgun API

The Mailgun Message Log allows you to review all messages sent in the last 30 days via the Mailgun
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API.

Index Search

Search Campus Tools

System Administrator
» Student Information
Browsing Time
Shopping time

» Census

» Behavior

* Health

< Mailgun Message Log

This tool willlist all messages send by the district via the Mailgun API along wiith their message status. Below is the definition for each possible email status:

Accepted - Mailgun accepted the request to sendfforward the smail and the messags has besn placed in queus

Rejected - Mailgun rejected the request o send/forward the email.

Delivered - Mailgun sent the email and it was accepted by the recipient email server.

Failed - Mailgun could not deliver the email o the recipient email server.

Complained - The email recipient clicked on the spam complaint butten within their email client

Note: Based on Mailgun restrictions and recommendation. the data in this tool is updated hourly. Messages older than 30 days will not be displaved.

Created Between 1011512019

| ana[ 1011572018

|.[ Find Messages |

tailgun Message Log

» Attendance
Event 4 | Event Tme Stamp ~ ~ | Recipient Email < | Subject + | Reason 2 =
» Scheduling
\ ]|l I [l I |
» Fees
_ delivered 08/18/2019 127 PM | mailguntest@infinitecampus. com Wessage test 2 (attendance)
» Grading & Standards
deliversd 08162019 127 PM | mailguntest@infinitecampus.com Iessage test 2 (ttendancs)
* Medicaid gelivered 08/16/2019 1:27 PM il Message fest 2
* Program Admin delivered 08/16/2019 1:27 PM mailguniest@infinitecampus com Message fesi 2 (atlendance)
» Ad Hoc Reporting deliversd 08/152019 127 FM | mailguntest@infinitecampus com Message test 2 (attendance)
+ User Communication delivered 08/162019 127 PM | mailguntest@infinitecampus.com Message test 2 (attendance)
A . delivered 08/18/2019 127 PM | mailguntest@infinitecampus com WMessage test 2 (attendance)
* Assessmen
rejected 08/16(2019 1:27 PM @infinitecampus.com Iessage test 2 (ttendancs) Sandbox subdomains are for test purposes only. Please
» System Administration add your own domain or add the address to authorized
recipients in Account Seftings.
> FRAM delivered 031152019 127 PM | mailguntest@infinitecampus.com Message test 2 (attendance)
~ Messenger rejected 08/16/2019 127 PM | mailguntes@infinitecampus com Message test 2 (attendance) Sandbox subdomains are for test purposes only. Please
add your own domain or add the address to authorized
Message Builder recipients in Account Settings.
Message Builder Scheduler rejected 08/162019 127 FM | mailguntes@infinitecampus com WMessage test 2 (attendance) Sandbox subdomains ars for test purpasss only. Plsass
add your own domain or add the address lo auihorized
Emergency recipients in Account Settings.
rejected 08/16/2019 1:27 PM @infinitecampus.com Message test 2 (atlendance) Sandbox subdomains are for test purposes only. Please
Staff Messenger add your own domain or add the address to auhorized
recipients in Account Setfings.
Sent Message Log L etting
- delivered 08/18/120199°16 AM | mailguntest@infinitecampus com FF testing 120747
M e onelton I deliversd 08162019916 AM | mailguntest@@infinitecampus.com FF testing 120747
Recipient Log delivered 0816/20199:16 AM mailguntest@infinitecampus.com FF festing 120747
» Surveys delivered 08/16/20199-16 AM | mailguntest@infinitecampus.com FF testing 120747
» CA State Reporting iactad NA1ARA1G 616 AL i EE $asfing 12074 L o
» Federal Reporting Generate Report
—
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