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The View Audit Log tool is available for district and state level use.

PATH: System Administration > Auditing > View Audit Log

Search Term: View Audit Log

n Discussion

This tool allows system administrators the ability to monitor and track changes made to areas of
user security, including:

e System Preference Changes

e User Account Changes

e User Account Tab

e User Groups (Individual User)

¢ Tool Rights (Individual User)

e Calendar Rights (Individual User)
e User Group Changes

e User Group Tab

e Tool Rights (User Group)

e Calendar Rights (User Group)

Using the Audit Log

This tool can be used to review changes made to areas of user security within the product.

—
Index Search Help - View Audit Log
¥ System Administration
+ Aftendance
* Auditing ape [ W
View Audit Log Table Preference
» Batch Queue
Acten ¥ add ¥ change ¥ Delete
»Census
» Counseling
+ Custom

First 500 records displayed. Enter search criteria to narrow the results.

= Data Defining Tools = £
Audit Log Entries

» Data Interchange Ti | Table | Action | Affected Object | changed by
- 05/06/2014 15:58:04 -0500 Preference change SearchFieldOrder admin -
+ Data Utilities L
05/06/2014 15:52:34 -0500 Preference change SearchLimit admin .
= Digital Repository 05/01/2014 08:59:33 -0500 Preference change Student&ssignment Mckenzie
+ Finance 01/08/2014 14:35:14 -0600 Preference change EnrolmentOveriap admin

01/08/2014 14:15:40 -0600 Preference change Boundary'Warn admin
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Image 1: View Audit Log Tool

All audit records are accessible in the Campus database for historical purposes; however, for
performance purposes, the interface View Audit Log tool will only display the 500 most-recent
entries.

The fields at the top of the screen allow the records in the Audit Log Entries table to be sorted
based on the entered criteria, as follows:

Field Sorting Technique
Start Date The first date for which audit logs should display.
End Date The last date for which audit logs should display.

Table The Audit Log Entries editor may be sorted by the table/area for which an action
was logged:

This field will only display tables where changes have occurred.

¢ Preference - Actions related to the System Preferences tool will be
displayed.

e UserGroupMember - Actions related to the addition/removal of users from a
user group will be displayed.

¢ UserSchoolYearRights - Actions related to the
addition/modification/removal of calendar rights for users will be displayed.

e UserAccount - Actions related to the addition or removal of user accounts
and/or the modifications to settings on user accounts will be displayed.

¢ UserGroupSchoolYearRights - Actions related to the
addition/modification/removal of user group calendar rights will be displayed.

¢ UserToolRights - Actions related to the addition/modification/removal of
user tool rights will be displayed.

e UserGroup - Actions related to the addition/modification/removal of a user
group will be displayed.

¢ UserGroupToolRights - Actions related to the addition/modification/removal
of user group tool rights will be displayed.

Action The Audit Log Entries editor can be sorted based on the type of action logged.
e Add - Only entries recorded as "add" actions will be shown (e.g., a user
account was created).
e Change - Only entries recorded as "change" actions will be shown (e.g., a
user account was marked "Disabled").
e Delete - Only entries recorded as "delete" actions will be shown (e.g., a user
account was deleted).
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Field Sorting Technique

Affected This field allows the user to search for objects that were changed or the users who
Object were were affected by changes.
¢ Object Search - To search for changes made to a particular object, enter the
(database) name of that object (e.g., searching for the "Behavior" object will
show all auditing records related to the Behavior object).
e User Search - To search for changes affecting a particular user, enter the
user name of the affected person (e.g., searching for a user name of
"JDoe2610" will show all changes made to that user).

Changed This field allows filtering of entries to the user who was logged into the system and
By credited with the logged action.

System Preference Changes

Changes made to the System Preferences tool are always logged, regardless of whether or not
Audit Users Account Security Preference setting is enabled.

Changes made to the System Preferences tool will be logged in the Audit Log tool:

System Preferences v

Systemn Settings > System Preferences » System Preferences

n Save

Search Screen Field Order | Student Number AFTER Name Figlds ¥ |

Enroliment Overlap Echavier | Strict Prevent & Warn Primary: Prevent overlapping of primary enroliments in an ¥
Enroliment Start Status Type Updates

Enroliment End Status Type Updates

Allow GPA Bonus Points

Tum on Federal Impact Aid Tracking

Search Limit | Mo Limit (not recommendead) v |

School Boundary \Wamings

g;ahlll_llz g:lasg:: Comments When

# of Significant GPA Decimal Places El

Image 2: System Preferences Tool
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05/06/2014 15:58:04 -0500
05/06/2014 15:52:34 -0500
05/01/2014 08:59:33 -0500
01/08/2014 14:35:14 -0600
01/08/2014 14:19:40 -0600
01/08/2014 14:13:47 -0600
1100712013 12:57:32 -0600
09/27/2013 13:00:1% -0500
08/08/2013 13:41:58 -0500
09/0%/2013 13:41:48 -0500
08082013 13:41:34 -0500
09/0%/2013 13:41:23 -0500
08/06/2013 08:12:32 -0500
089/06/2013 09:12:31 -0500
08/06/2013 03:06:47 -0500
MANAE0173 N3-N6-48 -0500

ol

Affected Object Changed by

Preference change SearchFieldCrder admin -
Preference change SearchLimit admin |:|
Preference change Studentassignment Mckenzie

Preference change EnrolimentOverlap admin

Preference change BoundaryWWarn admin

Preference change StudentAssignment admin

Preference change GPADigits admin

Preference change StudentAzsignment admin

Preference change RaceEthnicityRequirement AlT=AICE

Preference change RaceEthnicityReguirement AlTzAlCs

Preference change RaceEthnicityRequirement AlT=AICE

Preference change RaceEthnicityReguirement AlTzAlCs

Preference change DefaultHeathConditions AlT=AICE

Preference change FlagableHealthConditions AlT=AICs

Preference change RaceEthnicityRequirement AlT=AICE

Preferenre rhanne RareFthniritvReaiiremeant AlT=AIN= | M

3

Preference

Timestamp: 05/06/2014 15:58:04 -0500

Preference name: SearchFigldOrder

Property Name: valus

Area: Preference Type: change
Changed By: admin

Existing Value: aftsr Newr Value: before

Image 3: Sample Audit Log Entry of System Preferences Tool Change

The following information is logged in the audit record:

Audit
Information

Timestamp

Preference
Name

Property
Name

Area

Changed
By

Existing
Value

Description

The date and time of the logged action.
The system preference that was changed.

This field will show the database column name of the system preference,
rather than the field name displayed in the interface.

This field will display "Value" for system preference changes.
General category of the audit. Changes to system preferences will display a value
of "Preference" for this area.

The name of the user who was logged in at the time of the update.

The value of the system preference BEFORE the change (old value).
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Audit Description
Information
Type The type of update made to the system preference.

System Preference changes will be logged as "changes."

New Value The value of the system preference AFTER the change (new value).

User Account Changes

Before the complete functionality of the View Audit Log tool can be fully utilized for this area,
the Audit Users System Preference must be enabled.

Changes made to an individual user's account, group memberships, tool rights or calendar rights
are logged by the auditing tool.

User Account Tab

Changes made to settings on an individual's User Account tab are tracked by the View Audit Log
tool.

Index Search Help - User: kristest

SRIR=IReeT]

Person: Test, Kris

» Preferences User Account User Groups Tool Rights Calendar Rights Access Log

= Resources
. E Save E Delete n Login As User
» School Choice

Uzer Account Editor

» Special Ed *lUsarname =
- Studen ResePassuos
» Student Portfalio Expires Date Homepags

I:E | Campus Application r
= Sunveys

) || Force Password Change ] All Calendars
= Transportation
|| Disabled

* User Security

Users Product Security Role Assignments

|| Student Information System
User Groups
"] Student Information System - Group Assignment
Student Accounts
|| Student Information System - Login As User

» LDAP Management

» Reports

Image 4: User Account Tab
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View Audit Log

First 500 records displayed. Enter search criteria to narrow the results.
Audit Log Entries

0 10 7 -0300 Lz Linit change Useriarme acdmin
051352010 05:47:23 -0500 UserToolRights Feid Usertatme, Medication Summaty admin
05032010 05:47:23 -0500 UserToolRights add UserMame, Health Office YWist  admin =
05132010 05:47.23 -03500 UserToolRight= add Useriame, Health Condition admin
05032010 05:47:23 -0500 UserToolRights add UserMame, Immunizations admin
05132010 05:47.23 -03500 UserToolRight= add UserMame, Immunization Batch  admin

Timestamp: 050132010 08:52;47 -0500 Area: UserAccount Type: change

User name: UserMame Changed By: admin

Property Hame: disable Existing Value: false Hew Walue: trus

Image 5: Example Audit Log Entry for User Account Change (Individual User)

The following information is logged in the audit record:

Audit Description
Information

Timestamp The date and time of the logged action.

User Name Name of the user for whom the account settings were changed.

Property o _
Name This field only appears if the update was a change.
The user account setting(s) that changed.
This field will show the database column name for the user account setting,
rather than the field name displayed in the interface.
Area General category of the audit. Changes to user accounts will display a value of
"UserAccount.”
Changed The name of the user who was logged in at the time of the update.
By
Existing
Value This field only appears if the update was a change to an existing account

setting.

The value of the user account setting BEFORE the change (old value).
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Audit Description
Information
Type The type of update made to the user account/setting: add, change or delete.

e Add - will appear when a new user account is created.

e Change - will appear when a change is made to any setting on an existing
account.

e Delete - will appear when an existing account is deleted.

New Value
This field only appears if the update was a change to an existing account

setting.

The value of the user account setting AFTER the change (new value).

User Groups (Individual User)

Changes made on an individual's User Account tab are tracked by the View Audit Log tool.

User Account User Groups Tool Rights Calendar Rights Access Log

E Save

User Group Membership

[ | 000-AlFUsers | | D00-Al-Schools [ | 000-District-Wide-
(Basic WO} Read-Onby
|| 000-SchookWide- || 001-Alow All People [ | 001-Allow Student
Read-Onbhy Search Search
|| 00D - AREAS | | 00D-Ad-Hoc- | | DOD-Audit
CUBE+SQL
|| DOD-CEIS || o0D-Compliance & | | 00D-Centent-Specialist
Investigationzs
| | 00D-Data-Heafth- || 00D-Demographics || 00D-District-Behavior-
Check ReadCnly
[ | 0O0D-District- | | 00D-DropOut-Data- [ | O0D-ECE Admin
Behavior-User Centrol
| | OOD-ECE Read Only | | 00D-ECH Supervisor | | 00D-Emergency
B o o

Image 6: Individual User's Membership in User Groups

View Audit Log

Audit Log Entries

Timestam Affected Ohject Changed by
0s. 0101 = Uzeriame, Health Statf aclmin
051352010 05:52:47 -0500 Usersccount change Usertatme aclimin
05032010 05:47:23 -0500 UserToolRights add UserMame, Medication Summary admin
05132010 05:47.23 -03500 UserToolRight= add UserMame, Health Office YWisit  admin
05302010 084723 -0300 UszerToolRights add UserMame, Reports addmin
051352010 05:47:23 -0500 UserToolRights Feid Usertatime, Immunizations aclimin

UserGroupMember
Timestamp: 05/13/201010:20:058 -0500 Area: UserGrouphember Type: add

User name: Userfame Changed By: acmin
Group name: Heafth Staff

Copyright © 2021 Infinite Campus. All rights reserved.


https://dyzz9obi78pm5.cloudfront.net/app/image/id/5eb5ee7bec161c4f7b450b9c/n/image6.png
https://dyzz9obi78pm5.cloudfront.net/app/image/id/5eb5ee7c6e121c1278915906/n/image7.png

Infinite (=

Campus

Image 7: Example Audit Log Entry for Additional User Group Membership (Individual User)

The following information is logged in the audit record:

Audit
Information

Timestamp
User Name

Group
Name

Area

Changed
By

Type

Description

The date and time of the logged action.
Name of the user for whom a user group membership was added/removed.
The name of the user group to which the user was added/removed.

This field will show the database column name for the tool right, rather than
the field name displayed in the interface.

General category of the audit. Changes to user group memberships will display a
value of "UserGroupMember" for this area.

The name of the user who was logged in at the time of the update.

The type of action made to the user's group memberships:
e Add - will appear if the user was granted membership to the user group.
e Delete - will appear if the user's membership from the user group was
removed.

Tool Rights (Individual User)

Changes made on an individual's Tool Rights tab are tracked by the View Audit Log tool.
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User Account User Groups Tool Rights Calendar Rights Access Log

E Save

B Campus Tools
RWAD
[ ) [ kristest account
Student Information
F-§3 Instruction
-5 55N Rights
J@,\h Census
ﬂ«é Behavior
-G Health
--’:I:l:- Attendance
; ﬁ Scheduling
Fees
[+ Grading & Standards
-2 Medicaid
-] Programs
--@Ad Hoc Reporting

®

F-{C] Transcripts

-[Z] User Communication

H-[[ ] Asseszment

qh System Administration
&[T Accountabilty
E-CFRAM
#-C]Messenger

H-[C] Surveys

00000000000 CCO0OCOCUOOoDOoOoO®mO
0000000000000 O0OoODOooO®m O
0000000000000 O0DO0OO0DO0O0DO0O0O®

0000000000000 O0OoOODOoOOo

Image 8: User Tool Rights

View Audit Log

Audit Log Entries

Timestamp | Table | Action | Affected Object | Changed by
T LY

CrEET T A 1E| QAT
= =etMame, Health Offic acdimin
UserToolRights Uzertame, Health Condition admin

Alerts
05M 362010 084723 -0500 UzerToolRights UszetMarme, [mmunizstion acdtnin
05302010 08:47:23 -0300 UserToolRight= UserMame, Health Office acdmin
S 00 0E AT 23 _NS0n | l=arTanlRinbt = | l=arhlama Haall Ardmin

UserToolRights
Timestamp: 05/13/2010 05:47:23 -0500 Area: UserToolRights Type: add

User name: UzerMame Changed By: admin

Tool name: Health Office Visit

Image 9: Example Audit Log Entry for Added Tool Rights (Individual User)

The following information is logged in the audit record:

Audit Description
Information

Timestamp The date and time of the logged action.
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Audit Description
Information

User Name Name of the user for whom the tool rights were changed.
Tool Name The tool right that was added/removed from the user.

This field will show the database column name for the tool right, rather than
the field name displayed in the interface.

Area General category of the audit. Changes to user tool rights will display a value of
"UserToolRights" for this area.

Changed The name of the user who was logged in at the time of the update.
By
Type The type of update made to the user's tool rights: add or delete.

e Add - will appear if the tool rights box is checked and the user is granted
rights to the tool.

¢ Delete- will appear if the tool rights box is unchecked and the tool rights are
removed from the user.

When rights to a module are added/removed, the audit log will contain
an add/delete entry for each sub-right affected.

Calendar Rights (Individual User)

Changes made on an individual's Calendar Rights tab are tracked by the View Audit Log tool.

User Account User Groups Tool Rights Calendar Rights Access Log
E MWew E Save Delete
Right= Editor School Year Rights
School
13-14 Ballard High (Al Calendars) | Ballard High v |
13-14 Binet School (All Calendars) Year
13-14 A
Calendar

All Calendars r

Modify Rights Cloze School Months
]

Image 10: Calendar Rights
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View Audit Log

Audit Log Entries

0561372010 10:33:34 -0500 UzerGraupToolRights
0561372010 10:20:05 -0500 UserGrauphember
0501372010 085247 -0500 Uzerfccount

Action Affected

change

delete Teacher, Data Warehouse:

Al live data as source
add UserMame, Health Statff
change UseriMame

UszerSchoolYearRights
Timestamp: 0501372010 15:00:58 -0500

User name: UserMame
End year: 2010
School: Steep Fallz Elementary School

Property Hame: schoollD

Area: UserSchoolyvearRights Type: change

Changed By: admin

Existing Value:

Hew Value: 4

Image 11: Example Audit Log Entry for Calendar Rights Change (Individual User)

The following information is logged in the audit record:

Audit
Information

Timestamp
User Name

End Year

School

Property
Name *

Area

Changed
By

Existing
Value*

Description

The date and time of the logged action.
Name of the user for whom the calendar rights were added, changed or deleted.

The last year of the school year to which rights were added, change or deleted
(e.g., the end year of 2009-10 school year is 2010).

School for which the calendar rights were added, changed or deleted.

This field only appears if the update was a change.

The specific calendar element(s) that changed.

This field will show the database column name for the tool right, rather than
the field name displayed in the interface.

General category of the audit. Changes to a user's calendar rights will display a
value of "UserSchoolYearRights" for this area.

The name of the user who was logged in at the time of the update.

This field only appears if the update was a change.

The value of the user's calendar rights BEFORE the change (old value).
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Audit Description
Information
Type The type of update made to the user's calendar rights: add, change or delete.

¢ Add - indicates the user was granted rights to a new calendar.
e Change - indicates the user's existing calendar rights were changed.
¢ Delete - Indicates the user's rights to a calendar were removed.

New Value*
This field only appears if the update was a change.

The value of the user account setting AFTER the change (new value).

User Group Changes

Before the complete functionality of the View Audit Log tool can be fully utilized for this area,
the Audit Users System Preference must be enabled.

User Group Tab

Changes made to the User Group tab are tracked by the View Audit Log tool.

ndex | Search  Help - User Group: 00D-Audit
T - User Group Tool Rights Calendar Rights Membership Summary
» Preferences
E Save E Deleta
» Resources
» School Chaoice Gm"p i
» Special Ed 00D-Audit |
» Student Group Description
. To allow members of Internal Audit access to
* Student Fortfolio components in Infinite Campus necessary for
» Sunveys audit verification.
P
» Transportation Associated Product
» User Security Student Information System
Users
User Groups
Student Accounts
» LOAP Management

Image 12: User Group Tab
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Audit Log Entries
Timestamg
05 45201013 5
05M 452010 1239:52 -

Action Affected Object

Title Cne/LEP

UserMame, 2010, Bonny Eagle
Afternative Ed

Changed by
adtmin
acdtnin

change

achd

050302010 15:00;58 -0500 UserSchoolYearRights change Uzertame, 2010, Steep Fallz admin
051302010 10:33:34 -0500 UserGroupToolRights delete Teacher, Report Builder admin
05032010 10:33: 34 -0500 UserGroupToolRights delete Teacher, Data Export admin

Timestamp: 0571472010 13:54:32 -0500

Group Hame: Title Cne/LEP

Property Hame: name

Area: UserGroup Type: change

Changed By: admin

Existing Value: Title One Hew Value: Title One/LEP

Image 13: Example Audit Log Entry for User Group Change (User Group)

The following information is logged in the audit record:

Audit
Information

Timestamp

Group
Name

Property
Name *

Area

Changed By

Existing
Value*

Type

Description

The date and time of the logged action.

The name of the user group that was added, changed or deleted.

This field only appears if the user group was changed.

The specific user group element(s) that changed.

This field will show the database column name for the tool right, rather than
the field name displayed in the interface.

General category of the audit. Changes to user group will display a value of
"UserGroup" for this area.

The name of the user who was logged in at the time of the update.

This field only appears if the update was a change.

The value of the user account setting BEFORE the change (old value).

The type of update made to the user group: add, change or delete.
e Add - will appear when a new user group is created.
¢ Change - will appear when a change is made to an existing user group.
e Delete - will appear when an existing user group is deleted.

Copyright © 2021 Infinite Campus. All rights reserved.


https://dyzz9obi78pm5.cloudfront.net/app/image/id/5eb5ee828e121c7507ea170c/n/image13.png

Infinite ;'

Audit Description
Information

New Value*
This field only appears if the update was a change.

The value of the user group element AFTER the change (new value).

Tool Rights (User Group)

Changes made to the Tool Rights of a user group are tracked by the View Audit Log tool.

User Group: 00D-Audit

User Group Tool Rights

E Save

2 Campus Tools
RWAD
[ [#)account
E||ﬂ] Student Infermaticn
! ----- & Allow unfittered search
=[] General
5 @ Summary
- Enroliments
-l Schedule
I Aftendance
& Flags
2 Grades
- Transcript

Calendar Rights Membership Summary

-3 Credit Summary

-3 Agzzezament

< Transportation

‘ Fees

00O O0O0O0Os0DOO0OO®ROO
00000000000 O0ooOooo
00000000000 Oooooo
000000000 O0OOoO0OOOo

Image 14: User Group Tool Rights

View Audit Log

Audit Log Entries

Timestamp | Table | Action | Affected Objsct | Changed by
UzserGroup ToolRights delete Teacher, Group Rights acdimin
1 = LEE rting admin

051352010 10:33:34 -0500
051352010 054723 -0500

UzerGroupToolRights
Timestamp: 05/13/2010 10:33:34 -0500

Group name: Teacher

Tool name: Ad Hoc Reporting

UserGroupToolRights
UserGroupToolRights
UserToolRight=

Teacher, Query Wizard Fiters  admin
Teacher, Selection Editor Fiters admin
UserMame, Immunization admin
Cetificste

4

Area: UserGroupToolRights Type: delete

Changed By: admin
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Image 15: Example Audit Log Entry for Removal of Tool Rights (User Group)

The following information is logged in the audit record:

Audit Description
Information

Timestamp The date and time of the logged action.

Group Name of the user group for whom the tool rights were changed.
Name

Tool Name The tool right that was added/removed from the group.

This field will show the database column name for the tool right, rather than
the field name displayed in the interface.

Area General category of the audit. Changes to group tool rights will display a value of
"UserGroupToolRights" for this area.

Changed The name of the user who was logged in at the time of the update.
By
Type The type of update made to the group's tool rights: add or delete.

e Add - will appear if the tool rights box is checked and the user group is
allowed rights to the tool.

¢ Delete- will appear if the tool rights box is unchecked and the rights are
removed from the user group.

When rights to a entire module are added/removed, the audit log will
contain an add/delete entry for each sub-right affected (e.g., if rights to
the Health module are added, sub-rights to the health office tools and
report will be added as individual entries for the user group within the
audit log).

Calendar Rights (User Group)

Changes made to the Calendar Rights tab of a user group are tracked by the View Audit Log tool.
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User Group: 00D-Audit
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Image 16: User Group Calendar Rights

View Audit Log

Audit Log Entries

Timestamp Affected Ohject Changed by

Y min
igh ]
054 742010 08:47:27 -0500 UserGroupSchoolYearRights  add Title Cne/LER, 2011, Bonny admin
Eanle Hiah School
05432010 10:33:34 -0500 UzerGroupToolRight= delete Teacher, Uzer Group Filters admin
0532010 103334 -0500 UzerGroupToolRight= delete Teacher, Uzer Group Formatz  admin [ﬂ
UserGroupSchoolYearRights
Timestamp: 054 7/2010 08:51:45 -0500 Area: UserGroupSchoolyearRights Type: change
Group name: Title CnelLEP Changed By: admin
End year: 2010
School: Bonny Eagle High School
Property Hame: endyear Existing Walue: 2011 Hew Walue: 2010
Property Hame: calendar|D Existing Value: 114 Hew Value:
Property Hame: modifyRights Existing Yalue: true Hew Value: falze

Image 17: Example Audit Log Entry for Calendar Rights Change (User Group)

The following information is logged in the audit record:

Audit Description
Information

Timestamp The date and time of the logged action.

User Name Name of the user group for which the calendar rights were added, changed or
deleted.

End Year The last year of the school year to which rights were added, change or deleted
(e.g., the end year of 2009-10 school year is 2010).

School School for which the calendar rights were added, changed or deleted.
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Audit Description

Information

Property

Name * This field only appears if the update was a change.

The specific calendar element(s) that changed.

This field will show the database column name for the tool right, rather than
the field name displayed in the interface.

Area General category of the audit. Changes to a group's calendar rights will display a
value of "UserSchoolYearRights" for this area.

Changed The name of the user who was logged in at the time of the update.
By

Existing

Value* This field only appears if the update was a change.

The value of the group's calendar rights BEFORE the change (old value).

Type The type of update made to the group's calendar rights: add, change or delete.
¢ Add - indicates the group was granted rights to a new calendar.
¢ Change - indicates the group's existing calendar rights were changed.
¢ Delete - Indicates the group's rights to a calendar were removed.

New Value*
This field only appears if the update was a change.

The value of the user group setting AFTER the change (new value).

Technical Information
Three database tables are used to hold audited data:
AuditLogEntry

AuditLogEntryDescription

AuditLogEntryDetail
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