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Account Security Preferences allow you to control various functionality such as resetting of
passwords, restricting the ability for Product Security Users to log in as other people, auditing of
users, and the automatic creation/disabling of student and staff accounts.

Understanding Account
Security Preferences

e Password Reset

e Restrict 'Login As User'
Feature On Users with
Product Security Role

¢ Audit Users

¢ Prohibit Passwords That
Have Been Previously
Disclosed in a Data Breach

¢ Password History Length
and Expiration Time

e Password Reset Disallowed
Time

¢ Minimum Password
Characters

Student Account
Automation

Enable Automatic Creation
of Student Accounts
Username (Student
Accounts)

Authentication Type
(Student Accounts)
Password (Student
Accounts)

Homepage (Student
Accounts)

Automatically Disable
Student Accounts
Additional Information
About Generating Student
Accounts

Communicating New User
Accounts to Students

Staff Account Automation

Enable Automatic Creation
of Staff Accounts
Username (Staff Accounts)
Authentication Type (Staff
Accounts)

Password (Staff Accounts)
Rules

Automatically Disable
Accounts After Staff
Member is No Longer
Employed by the District
Help! The Rules Editor is
Saying There is an Invalid
Configuration
Communicating New User
Accounts to Staff Members
Reviewing User Group
Calendar/Tool Rights and
Associated Rules

Student Account and Staff Account Automation preferences are not available in State Editions

of Campus.
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Account Security Preferences vr User Management » Settings » Account Security Preferences

n Save

Password Reset Of
Restrict 'Login As User' Feature On Users With Product
Security Role

Audit Usars
Prohibit passwords that have been previously disclosed
in a data breach.

Password History Length

Mumkbser of recent passwords a user cannot choose when forced to change their password. Leave blank to disabde.
Pazsword Expiration Time

Mumber of days before users are required to change their password. Leave blank to disable.
Password Resat Disallowed Time

Mumbser of hours that must elapse before a user is allowed to change their password again after a previous password change. Leave blank to disable.
Minimum Password Characiers

Minimum numbser of characters required for a password. Leave blank to use the default setting of G characters.

Student Account Automation
[ Enable automatic creation of student accounts

Username

@Llsecens.lsemailasmmtl.lsm

[ Exciude email domain in usemame

OMszMmhmmmmﬂ

Tool Rights

PATH: System Administration > User Security > Users > Product Security Roles > Student
Information System

New Look of Campus Path: User Management > User Account Information

In order to access and modify Account Security Preferences, you must be granted the Student
Information System Product Security Role.

User Account User Groups Tool Rights Calendar Rights

ﬂ Save Delete ﬂ Login As User E User Rights Summ

User Account Editor

*Username Password
Resel Pessuord
Expires Date Homepage
_H Campus Application ¥
|| Force Password Change
|_| Disabled
SAML Account Configuration

| Allow Only Loeal Campus Authentication ¥ |

Product Security Role Assignments
Data Change Tracker

Student Information System |

Student Information System - Group Assignment

o0 olslo

Student Information System - Login As User

Understanding Account Security
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This section describes how each Account Security Preference works. See the following topics for
more information about each option:

e Password Reset

e Restrict 'Login As User' Feature On Users with Product Security Role

e Audit Users

¢ Prohibit Passwords That Have Been Previously Disclosed in a Data Breach
e Password History Length and Expiration Time

e Password Reset Disallowed Time

e Minimum Password Characters

BIE USERS: To meet Federal security guidelines, the following default Account Security
Preference values have been set for Staff accounts (this does not impact BIE Student or BIE
Parent Portal accounts):

Default Value Description

60-day refreshes for all passwords This means all users are required to create a new
Campus password every 60 days.

12-character minimum for all new This means all new passwords must be at least 12
passwords characters in length.

1-day minimum lifetime for all This means a user must wait at least 24 hours between
passwords each time they change their password.

No re-use of the last 24 passwords This means a user cannot reuse the last 24 previous
passwords when creating a new password.

Password Reset

A value of 'On' means Password Reset functionality is enabled. This functionality provides Campus
users the ability to initiate the reset of their own Campus account password.

Account Security Preferences

n Save

Account Security Preferences

Password Reset
Restrict ‘Login As User' Feature On Users With Product | pg w

Security Role

Audit Users

This preference is read-only based on whether or not Password Reset functionality has been
enabled via the Password Reset Configuration tool. This value cannot be changed once set. See the
Managing User Account Passwords article for more information.
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Restrict 'Login As User' Feature On Users with
Product Security Role

The Restrict '‘Login As User' Feature On Users With Product Security Role preference
controls whether Product Security users may log in as another user with a Product Security role.

Account Security Preferences
n Save

Password Reset Cn

Restrict ‘Login As User Feature Cn Users With Product m
Security Role -

Audit Users

This feature is not available for users only assigned the Student Information System -
Group Assignment security role.

See this article (Single-Product Environment) or this article (Multi-Product Environment) for
more information on how this feature functions for users only assigned the Student
Information System - Login as User security role.

The Login As User button only appears for users who have equivalent or greater tool rights than
the user they want to log in as and is only available with the Product Security role (all products)
and the Student Information System - Login As User role. When logging in as another user,
users cannot gain access to tools for which they currently do not have tool rights.

User Account User Groups Tool Rights Calendar Rights

E Save Delete |n Login As User |

User Account Editor

*Username Password
W Reset Password

Expires Date Homepage
 m

|| Force Passward Change
|| Disabled

Product Security Role Assignments

|| Student Information System

|_| Student Information System - Group Assignment

|| Student Information System - Login As User

The Student Information System - Login As User role is prohibited from logging in as another

Student Information System - Login As User role regardless of this preference. Users assigned
this role are only allowed to log in as another user once per Campus session. This behavior was put
in place to ensure users do not jump from one user account to another.
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Audit Users

The Audit Users preference allows a district to enable/disable auditing of several user security tools
in Campus. This preference controls which data updates (/.e., additions, modifications and deletions
of data) are tracked by the View Audit Log tool.

Account Security Preferences

n Save

Password Reset Cn
Restrict 'Login As User Feature Cn Users With Preduct

Security Role

Audit Users

The Audit Users preference has two options. This preference may be enabled (set to "Yes") or
disabled (set to "No") at any time.

Yes - When this field is set to a value of "Yes," full functionality of the View Audit Log tool is
enabled. The View Audit Log tool will track additions, modifications and deletions made to data on
the following tools:

e Individual User - User Account tab

¢ Individual User - User Groups tab

e Individual User - Tool Rights tab

¢ Individual User - Calendar Rights tab
e User Group - User Group tab

e User Group - Tool Rights tab

e User Group - Calendar Rights tab

e System Preferences

No - When this field is set to a value of "No," the View Audit Log tool will only track changes made
to the System Preferences tool. Auditing of the System Preferences tool is ALWAYS enabled.

Prohibit Passwords That Have Been Previously
Disclosed in a Data Breach

Infinite Campus is able to read and utilize a global database used to track passwords and accounts
affected by data breaches of non-Infinite Campus systems. When this preference is enabled, if
Infinite Campus detects a user's password matches a password found in a publicly known data
breach, it will automatically notify the user and recommend they update it.

This preference is applicable to Campus and LDAP authenticated accounts.

Notification of a breached password DOES NOT mean your Infinite Campus account has been
breached. It means your password matches a password found in a global database of breached
passwords from third-party systems who have had a data breach.
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in a data breach.

Prohibit passwaords that have been previously disclosed

If a user's password is identified as breached, they will receive notification of this issue in the bell

Messages area (see image below).

= *

Main Menu

Instruction
Student Information
Attendance Office

Behavior Office

Communication

Employee Self Service

FRAM

Grading & Standards

You can create an Ad hoc filter of all identified breached passwords by including the

Q

Message Center vy

My Account

UL S S Process Alerts | Announcements

Search Framewark
CreateReindex

[] Sesrch Framewark

CreateReindex

[] Sesrch Framewark

CreateRendsx

[] Sesrch Framewark

CreateRendsx

[] Sesrch Framewark

CreateRendsx

[] Sesrch Framework Incorrestly

Enabled Indices

[] Sesrch Framework

CreateRendax

[] Search Framework

CreateRendax

Coemmunication

Messag

AnizslEe

if further

A @ You have not yet confirmed your email address for thj

Messages

Message Center

Mark All As Read

Notifications

account. Please click
on the link in your email or go to the Account Settighs page where you can

send a new confirmation email

Anissue b
if further ag

@ A data breach on a different site or app has exposed your password. We
recommend updating your password via Account Settings

Anissue b
if further as

Anizsue hz
if further as

Anissue hz
Support iff

Anizsue hz
if further as

Anissue hz
if further as

@ Gianni has an updated grade of F (45.83%) in INTEGRATED SCIENCE 8:
QUARTER GRADE

@ Gianni received a score of 10 out of 20 on Scientific Method Quiz in
INTEGRATED SCIENCE 8

B  Cinnni hae an ndatad arada of 74K ARG in INTCADATCN SAICKICT ©
See More Notifications

pus Support  03/31/2021

Delete

Zampus Support 02731

Dalete

Zampus Support  D20/2021
Delete

Zampus Suppart 027200202
Delete

~finita Campus

Delete

Zampus Suppart 020202
-

Delete

Sampus Suppart O

Delete

‘accountManagement.pwnedPassword' field (Campus Usage > Account Management >
pwnedPassword) within a filter in the Filter Designer tool (see image below).
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Filter Designer v

Ad Hoc Query Wizard - Field Selection

Select fields fo use for creating a filter for which legic and cutput formatting may be applied. Click a field within the All Fields window. or use the Add Funct
sequence the fields in the order selecied; however, the sequence can be changed on the Ouiput Formatting screen. At least one field must be selected to

Field Selectien = Filter Parameters = Ouiput Fermatting = Grouping and Aggregation

*Query Mame: | & |

Short Description: |

Long Description: +

Select categories & fields

All Figlds Selected Fields
accounthManagement pwnedPassworc

+|-- L3 Parson

<» Demographics

2% Health

¥ Census

<¥ Btaff

23 Meetings

<3 FRAM

<3 Campug Usage

+|-- &3 User Account/Summary

= 23 Account Management

perscnlD

\ perzonGUID
portalAccounts
nonPortalAccounts
unigueLinkiD
unigueLinkActivationURL
uniguelinkCreatedTimestamp
unigueLinkUserlD
uniguelinklUsarname
unigueLinkExpirationCrate

[ F-E -

For more information on how this functionality works and how we discover breached passwords,
see this page.

Campus DOES NOT send any credentials to a third-party for use of this functionality.

Password History Length and Expiration Time

The Password History Length field determines the number of previous passwords a user cannot
use when changing their password.

The Password Expiration Time field allows administrators to determine how long a password is
valid before the user is required to change it.
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Password History Langth 5

Mumber of recent passwords a user cannot choose when forced fo change their password. Leave blank to disable.
Password Expiration Time

MNumber of days before users are required to change their password. Leave blank to disable.

Password Reset Disallowed Time

The Password Reset Disallowed Time field allows you to set the minimum amount of hours that
must pass between password reset requests for a user. If left blank, this preference is disabled.

Password Reset Disallowed Time
Number of hours that must elapse before a user is allowed to change their password again after a previous password change. Leave blank to disable.

Minimum Password Characters

The Minimum Password Characters preference allows districts to set the minimum number of
characters required for Infinite Campus account passwords. If the preference is left blank, a default
value of 6 characters is used.

Minimum Password Characters

Minimum number of characters required for a password. Leave blank to use the default setting of 6 characters.

Student Account Automation

Student Account Automation allows you to enable the automatic creation of student accounts and
control how usernames, passwords, and the default homepage is established for each account
created.

See the following sections below for more information about setting up this preference:

e Enable Automatic Creation of Student Accounts

¢ Username (Student Accounts)

e Authentication Type (Student Accounts)

e Password (Student Accounts)

e Homepage (Student Accounts)

e Automatically Disable Student Accounts

e Additional Information About Generating Student Accounts
e Communicating New User Accounts to Students
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Student Account Automation
¥/ Enable automatic creation of student accounts

Username
'® Use census email as account usemame
1#| Exclude email domain in usemame

' Use a pattern to generate usemame for each account created

Authentication Type
| Local Campus Authentication Only ¥ |

Note: Any accounts created with this authentication type will be automatically flagged for password reset

Password
'® Randomly generate password for each account created
'/ Use a pattern to generate password for each account created

- Automatically disable student accounis l:l dayis) after enrcllment end date, and portal accounts for parents with no enrolled siudents
Mote: Disabling account will only apply to students with no future enroliments

Enable Automatic Creation of Student Accounts

Marking the Enable automatic creation of student accounts checkbox will turn on student
account automation functionality within Campus.

This preference will automatically create a student account for students who are given an
enrollment record (active or future) and do not currently have a student account within Campus.
Students who already have enroliment records but no student account will automatically have
student accounts created 24 hours after the the preference is enabled (a nightly job is run to
generate these accounts).

Student Account Automation

| |#| Enable automatic creation of student accounts | “—

Username

'®/ LUse census email as account usemame

Please consider the following:

e You must opt-in to this preference. It is not automatically turned on by default.

e A student account username and password are generated for each student missing an
existing student account.

e This preference is district-wide. It cannot be enabled at the school level.

e Each night a job is run to identify any students who have active or future enrollment
records without student accounts and automatically generates an account for each of
these students.

e A notification is generated if any conflicts or failures occurred during the creation of
accounts. This notification does not generate if accounts were created successfully.

¢ Once this preference is enabled, at the time an enrollment record is created for a student
who does not have a student account, a student account is automatically generated for
them.
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e If there are duplicate account usernames generated (such as two students named John
Doe), a number is appended to the username (i.e., John.doe and John.doel). These
situations are described in the Collision Resolution - Students option of the User Account
Automation Log.

e Students are required to change their password the first time they log into their student
account.

e This preference does not re-enable or re-activate any existing deactivated accounts.

Automatically created student accounts will indicate they were Created By the person who
initially created the student within Campus.

Username (Student Accounts)

Usernames are generated based on two available options: the email address of the student or a
pattern used to create usernames for each account. The table below describes each option.

Field Description
Use census email as account Selecting this option means usernames will be generated
username to match the email address listed in the Email field on

the student's Demographics tab (see below).

'® Use census email as account usemame I

! Exclude email domain in usemame

If you would like to remove the domain from usernames
generated from a student's census email address, mark
the Exclude email domain in username checkbox. For
example, if the user's email address is
'joetester@email.com’, his generated Campus username
would be 'joetester’.

[@] Use a pattern to generate usemame for each account created

Usernames created via email account do not qualify for
collision resolution. If the email address is missing or is
already taken by an existing user account, the user
account will not be created.
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Field Descrlptlong

Search Campus Too
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[ Setecta vawe 2
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Acd Address
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Census Wizard
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+ Reporls eI
* Benavior staf state 1D [ ]
sretn oD [ ]
» Attendance
. Person GUID [236F 1657.DEEF_45DB-B78A 6EDCCATET46T |
» Scheduling

» Fees
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> Grading & Standards Messenger Preferences Contact Reasons

+ Medicaid A [ i Private | Emergency Attendance Behavior General Priority Teacher
+ Program Admin Email festing@test com | I [a] (@] O O O O o

. Secondary Emai = 5] 5] O O O O
+ Ad Hoc Reporting o
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Once the user account has been created, the user will
enter their email address as their username for logging
into Campus via the Campus login screen (see below).

Transforming K12 Education®

District Edition

Version: trunk_20170817_1104

Single Sign-On ($50)

Usermname /

|ts-.~;ting@test, com

ieca

Password

Signin )

Trouble accessing your account? Contact your administrator.

82003-2017 Infinite Campus, Inc.
ww infinitecampus.com
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Field Description

Use a pattern to generate Selecting this option allows you to designate a pattern for

username for each account how usernames are generated for each account.

created

| p— | For example, using the criteria entered in the picture to
e em—— the left (Last Name, First Name, Student Number), if the
e S student's name is John Doe with a student number of
=] 0 123456789, he would log in with a username of
vlm'[‘mm | — - Doe.John.123456789

Infinite p = Transforming K12 Education®
Campus

District Edition

Version: trunk_20170817_1104

Single Sign-On ($50) ieca

or

Username /

|Doe.John. 123456789

Password

Signin >

Trouble accessing your account? Contact your administrator.

©2003-2017 Infinite Campus, Inc.
wuw infinitecampus.com

Authentication Type (Student Accounts)

The Authentication Type determines how users of the generated accounts will log into Campus.

This option will only appear if LDAP or SAML are configured in Campus. If hidden, the default
authentication type is Local Campus Authentication.
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Pt e ¢ Local Campus Authentication Only -
(Local Campus Authentcation Only | _ This option means users will use their
Note: Any accounts created with this type will be flagged for reset

Campus username and password to log
into Campus.

e LDAP Authentication - This option
means users will log into Campus using
their LDAP username and password
(controlled and maintained by their
school/district's IDP). See the LDAP
Authentication article for more
information.

e SAML Authentication - This means
users will log into Campus using their
SAML username and password
(controlled and maintained by their
school/district's IDP). See the SSO
Service Provider Configuration article
for more information.

Password (Student Accounts)

When determining how user account passwords are created, you have the following two options:

This section is not available if the Authentication Type is set to LDAP or SAML as account
passwords are controlled and managed via your IDP.

Field Description

Randomly generate password for Selecting this option means Campus will randomly
each account created generate a unique password for each account created.

Password
| ® Randomiy generate password for each account created | For more information about communicating usernames

I LIEIE B DIEEE EIIO T DAL SRR and helping users log into their new account, please see
Homepage

the following articles:
¢ Notifying Users via Email

¢ Notifying Users via Letters

If generating random passwords for users, it is critical
you follow the steps detailed in the article linked above.
This is the only way to properly have a users log
in and set their own password if a random
password was established by Campus.
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Field

Use a pattern to generate
password for each account
created

Password
@] Randomly generate password for each account created
1®) Use a pattern to generate password for each account created
Field Max Characters
| Last Name v 10/
| First Name v 10/
| v |
| v |
Homepage

Campus Porfal ¥

Description

Selecting this option allows you to designate a pattern
for how passwords are generated for each user account
created.

In the example to the left, based on the criteria (Last
Name, First Name, 10 characters), a user named Nate
Student would have a password of 'studentnate’.

When automatically creating new student user account
passwords containing portions or a combination of a
student's Pll (Personally Identifiable Information), you
do so at your own risk. Often much of a student's
common Pl attributes are public knowledge and can be
easily ascertained. Please ensure the utmost due
diligence when distributing communication of a
password containing portions or combinations of
student Pl to the applicable student(s).

Homepage (Student Accounts)

Once Username and Password criteria has been established, determine the Homepage of the
accounts. The Homepage indicates whether the student will have access to Campus Student or the

Campus Parent Portal.

Password
Q Randomly generaie password for each account created

Field Max Characters
| Last Name v || 10|
| First Name v || 10|

| v | |
| v ]| |

Homepage ‘__,,.——"‘""

Campus Pordal ¥

® Use a pattern to generate password for each account created

For example, if the Homepage is set to 'Campus Portal', each generated student account is
defaulted to a Homepage value of 'Campus Portal', meaning they will be sent to the Campus Portal
when logging into Campus. This value is set on the student's User Account tab.
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Index Search . User: coretester
Person: Tester, Core
Search Campus Tools Q
: User Account User Groups Tool Rights Calendar|
v User Security ﬂ Save Delete n Login As User User Right
Users
“Uzemame Password
User Groups Reset Password
Expires Date Homepage
Student Accounts

» Batch and Import Wizards [ | Force Password Change

* LDAP Management | | Disabled
» SAML Management - Modified by- Administrator. System 08/29/2016 08:18
* User Preference Management Product Security Role Assignments
Support Contact Information ! Student Information System
Password Reset Configuration Ifl Student Informafion System - Group Assignment
« | Student Information System - Login As User

Login Security Settings

Account Security Preferences

Automatically Disable Student Accounts

Marking the Automatically Disable Student Accounts checkbox means all student accounts tied to
enrollment records with an End Date will be disabled a specified number days after the End Date.

Password

O Randomly generate password for each account created

® Use a pattern to generate password for 2ach account created

Field Max Characters
| Last Name v 10|
| Last Name A || 1|}| Each template field can be used at most once.

| v || |
| v | |

¥ Automatically disable student and parent porial accounts day(s) after the sfudent's enrollment end date.
Mote: Dizabling the account cnly applies to students who do net have any future enroliments and parents who have no students enrolled.

Please consider the following:

e You must opt-in to this preference. It is not automatically turned on by default.
e The disable process is not immediate and occurs during an overnight job that is run.

Students are not disabled the moment an End Date is entered on their enroliment record.
Students who are given an End Date and should have their accounts disabled will have
them disabled the following day.

o If you need to immediately disable a user account, go to that student's User Account

tab and mark the Disable checkbox.

If the student has other existing and active enroliment records, their account will not be
disabled.
If the student has a future enrollment record entered within Campus their account will not
be disabled.
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e This preference is district-wide. This preference affects all students within a district and
cannot be turned on or off at the school level.

¢ Disabled accounts are not stripped of their credentials. If an account is enabled after being
disabled, the student can continue to use their same username and password.

e Students who have No Show marked on their enrollment record are automatically disabled
the day after the No Show checkbox is marked. These accounts are NOT subject to the
specified days grace period and are disabled regardless of the value entered in this field.

Users are allowed to enter a range of 1 to 365 days.

All parent accounts tied to the student are disabled the same day the student account is
disabled unless the parent has other students tied to them who have an active or future
enrollment record in the district. For example, if the district enters 60 days as the value for this
field and the student is given an enroliment end date of 8/29/2019, the student and all
associated parent account(s) will be disabled on 10/29/2019 (60 days after the enrollment end
date).

Accounts are also disabled if No Show is marked on a student's enrollment record (see below).
Students who have No Show marked on their enrollment record are automatically disabled the day
after the No Show checkbox is marked. These accounts are NOT subject to the specified days grace
period and are disabled regardless of the value entered in this field.

Index Search . Tester, Nate
Grade: 11 #35 DOB:06M92001 Gender: M
Search Campus Toocls @
AdHoc Letters Waiver Records Transfer Gifted & Talented FRYSC Pre-School Title 1
System Administrator = Summary Enroliments Schedule Aftendance Flags Grades Transcript Credit
~ Student Information =1 Save Delete E Print Enroliment History E New E New Enroliment History
General Enroliment Editor

Edit | Grade | Type Calendar (Schedule Name Start Date End Date

= Counselin
g E 1 P 16-17 Jefferson County High Sc {Main) 0310112097

Academic Flanning

» Program Participation

* Health
Medicaid B General Enroliment Information
Calendar Schedule (read only)  “Grade Class Rank Exclude  External LMS Exclude
» ILPA 16-17 n County High Sc e 0
> PLP

*Start Date No Show | [ End Date Q—ﬁﬁfm( *Senvice Ty
° ey v

03/01/2017 [T J 6192017 [T b

v Response to Intervention

*Start Status End Status
EQZ: Transfer from a school out of state

General

Each time accounts are disabled a notification will appear in the Notifications area, describing how
many accounts were successfully disabled. You can click on this notification to be sent to the User
Account Automation Log.

P} - - .
'n@;t;'(gs—- District Edition ~ Test Site A [ @ EBulgoi

Year | 16-17 v school | All Schools v | Calendar | All Calendars v
Index Search - n Settings Mark All As Read
Search Campus Took (] Notifications

System Administrator There were 1074847107484 accounts successfuly disabled for portal Thu, 4277 >
» Student Information \
» Census There were 11273111273 successful account creations for student, O those successful account creations, 828 were resclutions of generated username ¢ ollisions. Thu, 472717 >

+ Behavior

.
Health State Resyne Initiated Mon, 1U21/18

» Atendance
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To view detailed information about each account that was disabled, select the Disabled Accounts -
Portal option of the User Account Automation Log (see below).

User Account Automation Log

This report retrieves log information related to the user account automation process.
MOTE: - Log entries clder than one year wil be deleted from the system.

The following describes the types of items you may see in the log:
- Collision Resolution refers to that were

created but were given a different username than the expected format because a user account with that username already exists.
- Failures refers to accounts that were unable to be created and require administrator attention.
- Disabled Accounts refers to accounts that have been automatically disabled.

Fitter By: | | Disabled Accounts - Portal ¥ | |
Date Range: |osim172017 [78] Toosi01/2017 [T

Once an account is disabled, users who attempt to log into their account will receive a message
indicating their account is disabled (see image below).

Transforming K12 Education®

District Edition

Version: trunk_20170501_1109
Iadmin

ieSEKYd1
Password

Sign In )) Your user account has been disabled
Contact your system administrator,

Trouble accessing your account? Contact your administrator.

E2003-2017 Infinite Campus, Inc.
wwwLinfinitecampus. com

The student's account will have the Disabled checkbox marked on their User Account. To enable

the account, unmark this checkbox. The user will now be able to log into their student account using
the same username and password as before.
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User: nat.tes
Person: Tester, Mate

User Account User Groups Tool Rights Calendar Rights Access Lag

n Save E Delate n Login As User E User Rights Summary

The passwords of users in your district are currently saved as plain text in the database. Make this application more secure by hashing your district's passwords.
This can be done via the Index at System Administration > User Security > Hash Passwords or by clicking here.,

User Account Editor

*Username

Password
ResetPasaword
Expires Date Homepage

Force Password Change

(o]

- Modified by: Administrator, System 05/01/2017 14:18

Additional Information About Generating Student Accounts

Once a new user account has been created for a student and the student logs into Campus for the
first time, they will be asked to create a new account password (see image below).

Transforming K12 Education®

Set Password

Please set your password below €

New Password

B2003-2018 Infinite Campus, Inc.
www. infinitecampus. com

If usernames get duplicated because students share the same first and last name (or same series of
characters), Campus will automatically append a number to the end of the duplicate username to
ensure each username is unique (e.g., If three students are named James Adams, the first
username would be 'jam.ada and the second would be 'jam.adal' and the third would be
'lTam.ada2').
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Adams, James C #

[amaa [ 4—

Adams, James G#

ormada? | —

Adams, James R #

o ada [ 4—

Duplicate usernames that are corrected are called Collisions within Campus. Any collision
resolutions (duplicate usernames) will be indicated in the Process Alerts area and detailed
information about these events can be viewed via the User Account Automation Log.

Any accounts that failed to be created are also indicated in the Process Alerts area and detailed
information can be viewed via the User Account Automation Log.

Index Search % User Account Automation Log
This report retrieves log information related to the user account automation process.
Search Campus Tools D NOTE: - Log entries older than one year will be delsted from the system.
User Security " The following describes the types of items you may see in the log:
- Collision Resolution refers to accounts that crested but g a different username than the expected format because a user account with that username already exists.
Users - Failures refers to accounts that were unable to be created and require administrator attention.

- Disabled Accounts refers to accounts that have been automatically disabled.

User Groups
Review Log Entries

Student Accounts

— —
* Batch and Import Wizards

Do e [ouzs0r7 [0 ouzecoir ]
» LDAP Management

Fomet

» QAuth Management
+ SAML Management
» User Preference Management
E-Signature
¥ Reports

Client Statistics

Tool & Calendar Right Access

User Account Automation Log

Course Codes

If you would like to include the student's username on printed schedules, you can mark the
Student Username option when setting up a schedule template via the Report tool (see below).
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Index Search . Reports
— E New n Save E Delete
Search Campus Tools oy
¥ System Administration - MName | Type
HIGH SCHOOL REPORT CARD reportCard
» Atendance Portal Report Card reportCard
- Portal Transcript transcript
» Auditing Records Release Schedule schedule
» Batch Queue Unefficial Transcript transcript
Unefficial Transript 2 transeript
» Calendar
Campus Student Settings
» Census
» Counseling
+ Custom Report Detail
*Name *Type Pubilish to Portal
» Data Change Tracker e
d Test Schedule Schedule A ]
» Data Defining Tools Description
» Data Interchange ‘
» Data Utilities 2port 2 - .
Report Format ® Table L List
» Digital Repaosito - -
“ ° v Group By '® Course ) Days
+ Discussions Courses -
'®! Display Active Courses Only
» Finance (@] Display Active and Dropped Courses
Google Drive = - o
[emiortons (1) Day || semester 1 | | semester 2
» Grading & Standards ) = .
{2) Night || semester 1 || Semester 2
* Health — =
Main || semester1 || Semester 2
= ILPA s - . o o -
Period L Ly e W2 U2 /
» Lockers = .
Di it — =
SlaviOeicns | counselor || student Username
* Medicaid . —
) LockCombo || Locker
* Messenger . .
9 Print Options ® Portrait | Landscape
»PLP School Comment (printed on all
* Portal
¥ Preferences 4
Reports
Reports Roll Forward
Student Number Format
System Preferences

The student username will appear in the header of printed schedules (see below).

Schedules can be generated/printed for a student via the Schedule tab or en masse via the
Schedule Batch tool.

16-17 Student Schedule For Tester, Nate —
COll]lty High School Grade: 11 Student Number: 35 [Username: nat.tes (disabled) |
WY [ ) 'S W N T ) Term(s): Semester | Semester 2 Courses enrolled: 0
Generated on 05/02/2017 11:33:37 AM  Page 1 of 1 Mailing Address:

Automatically created student accounts will indicate they were Created By the person who
initially created the student within Campus.

Communicating New User Accounts to Students

For more information about communicating usernames and helping students log into their new
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account, please see the following articles:

¢ Informing Users of Newly Created User Accounts
e Scheduling a Recurring User Account Message
¢ Notifying Users via Letters

If generating random passwords for users, it is critical you follow the steps detailed in the articles

linked above. This is the only way to properly have a users log in and set their own
password if a random password was established by Campus.

Campus highly recommends you establish a recurring user account activation message.
Please see the User Account Messenger Scheduler article for more information about
this process.

Staff Account Automation

Staff Account Automation allows you to enable the automatic creation of staff accounts and control
how usernames, passwords, and the default homepage is established for each account created.

See the following sections below for more information about setting up this preference:

e Enable Automatic Creation of Staff Accounts

¢ Username (Staff Accounts)

e Authentication Type (Staff Accounts)

e Password (Staff Accounts)

e Rules

e Automatically Disable Accounts After Staff Member is No Longer Employed by the District
¢ Help! The Rules Editor is Saying There is an Invalid Configuration

e Communicating New User Accounts to Staff Members

e Reviewing User Group Calendar/Tool Rights and Associated Rules

Enable Automatic Creation of Staff Accounts

Marking the Enable automatic creation of staff accounts checkbox will turn on staff account
automation functionality within Campus.

This preference will automatically create a user account for staff members who are given an active
district assignment. Staff who already have a district assignment record but no user account will
automatically have user accounts created 24 hours after the the preference is enabled (a nightly jok
is run to generate these accounts).

Once this preference is enabled, people who are given a district assignment record with at least
a School, Start Date, Title and/or a role checkbox (e.g., Teacher, Special Ed, Program, etc)
entered and saved will have a user account generated.
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Staff Account Automation

Enbla il tieaRoniol stafisointa|
Note: Siaff accounts will be created based on district assignment

This preference does not re-enable or re-activate any existing deactivated accounts.

Username (Staff Accounts)

Usernames are generated based on two available options: the email address of the staff member or
a pattern used to create usernames for each account. The table below describes each option.

Field Description
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Field

Use census email as account
username

Username

1% Use census email as account usemame

D

Exclude email domain in usemame

[} Use a pattern to generate usemame for each account created

Description

Selecting this option means usernames will be
generated to match the email address listed in the
Email field on the staff member's Demographics tab
(see below).

If you would like to remove the domain from usernames
generated from a staff member's census email address,
mark the Exclude email domain in username
checkbox. For example, if the user's email address is
'joetester@email.com’, his generated Campus username
would be 'joetester’.

Index Search . Tester, Core

Gender: M
Search Campus Tools
Fees D History Person Documents Schedule External URL inside page External URL

Demographics

¥ Census Identities District

My Data n Save Delete E Person Summary Report E Demographics Data E Documents
Stafi Request Processor ey
[ setecta vawe [
Nickname
Waszenos —
Addresses Fomnents velead e
Portal Request Processor /‘
Add Person - by Administrstor, System 08/29/2016 0815
Tribal Name
Add Household 1
Ada Acdress
Staf Locator
L S E— - ererte e
Census Wizard
susctsiero [I— T
+ Program Parficipation L= il
» Reports Roea SRS [i23¢s6 | [ useEaFiID]
» eenar o ste 0 —
o s [I—T
> Attendance
Person GUID ‘236F1 697-DEEF-450B-B78A-6EDCC17ET467 ‘
> Seheduing
» Fees
Personal Contact Information
» Grading & Standards Messenger Preferences Contact Reasons
» Medicaid k Contact Information_ Private | Emergency Attendance Behavior General Priority Teacher|
- . Email lesting@test.com | o a [m] [m] o 0O O
» Program Admin
“Secondary Emall | O =] o o o o o
» Ad Hoc Reporting T
» Transeipts L I 5]

Once the user account has been created, the user will
enter their email address as their username for logging
into Campus via the Campus login screen (see below).

Transforming K12 Education®

District Edition

Version: trunk_20170817_1104
Single Sign-On ($50) ieca

or

o —

‘tﬁting@test.com

Password

Signin >)»

Trouble accessing your account? Contact your administrator.

©2003-2017 Infinite Campus, Inc.
‘warw infinitecampus com
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Field Description
Use a pattern to generate Selecting this option allows you to designate a pattern
username for each account for how usernames are generated for each account.
created
| r— For example, using the criteria entered in the picture to
__ Use census emai 23 sccount usemame the left (First Name, Last Name, 10 characters, Delimiter
'®! Use a patiem to generate usemame for each account created i i
Ficld e of .), if the staff member's name is John Doe, he would
:LF:::E:; H 12” : log in with a username of Doe.John
[ v L]
[ v J

Your pattern example: John.Doel...1, 2, etc. if username already exists)

Transforming K12 Education®

District Edition

Version: trunk_20170817_1104
Single Sign-On ($S0) ieca

or
Username /

‘Doe John

Password

Signin >

Trouble accessing your account? Contact your administrator.

€2003-2017 Infinite Campus, Inc.
i com

Authentication Type (Staff Accounts)

The Authentication Type determines how users of the generated accounts will log into Campus.

This option will only appear if LDAP or SAML are configured in Campus. If hidden, the default
authentication type is Local Campus Authentication.
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Authentication Type ¢ Local Campus Authentication

Local Campus Authenticarion Only 7 | Only - This option means users will
use their Campus username and
password to log into Campus.

e LDAP Authentication - This option
means users will log into Campus
using their LDAP username and
password (controlled and maintained
by their school/district's IDP). See the
LDAP Authentication article for more
information.

e SAML Authentication - This means
users will log into Campus using their
SAML username and password
(controlled and maintained by their
school/district's IDP). See the SSO
Service Provider Configuration article
for more information.

Mote: Any accounts created with this authentication type will be i flagged for p: reset

Password (Staff Accounts)

Each account created will require the staff member go through the account activation process.
During this process, their password will be established.

Password
Each account generated will require account activation.

See the Informing Users of their New User Account article for more information on
contacting staff about the user account activation process.

You can also establish a recurring message sent to any new users about activating their user
account via the User Account Messenger Scheduler tool. See this article for more information:
Scheduling a Recurring User Account Message

Rules

Rules are used to designate what calendar rights, tool rights, and homepage settings are
automatically applied to user accounts based on the Title and/or Role(s) designated on their District
Assignment.

You must designate at least 1 rule in order to generate staff accounts via this tool.
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Title/Role values are entered on the District Assignment tab (Census > People > District
Assignment) (select image below).

Index Search Help

RH Campus Same Window
RH Exernal URL NW
RH External URL SW
+ Student Information
» Instruction
¥ Census
My Data
Staff Request Processor
People
Households
Addresses
Portal Request Processor
Add Person
Add Household
Add Address
Staff Locator
Census Wizard
» Repors
+ Behavior
» Health

» Attendance

m

» Scheduling

» Fees

Staff, Diana

Gender. F

Demaographics Identities

E Save E Delete E New

Households

Relationships Enroliments District Employment

[=I-- &8 High School

cial Education Teacher - (08/10/2012-)

Employment Assignment Informat.on
School

High School

*Start Dats End Date
08/10/2012 75| g

Type FTE of A

Department External LMS#xclude
Special Education - =

Title
| Special Education Teacher

-

Teacher SpecialEd Program  Behavior Admin Health

Behavior Response Approver

» Grading & Standards

STAR Grade Level Override

Mode
0: General Mode of Teaching

Advisor Supervisor Counselor Foodservice Exclude Behavior Referral Self Service Approver FRAM Processor
Supervisors

Rules

| Add Rule(s) || Delete Rule(s) |

Staff Account Automation Rule Setfings

Tifle/Role | Calendar Group Count | Tool Group Count | Hemepage

Advizor - Role 8 1 Campus Tools
Behavior Admin - Rale 3 1 Campus Tools
Behavior Response Approver - Role 8 1 Campus Tools
Counselor - Role 3 1 Campus Tools
Food Service - Role 8 11 Campus Tools
FRAM Processor - Role 3 1 Campus Tools
Health - Role g 11 Campus Tools
Reszponse to Intervention - Role L] 11 Campus Tools
Self Service Approver - Role g 1 Campus Tools
Special Ed - Role 8 1 Campus Tools
Supervisor - Role 3 1 Campus Tools
Teacher - Role 0 11 Campus Tools

To view or modify an existing rule, select the rule from the Staff Account Automation Rule Settings
window. Once a rule is selected, a pop-up will appear, displaying all selected Calendar User Groups
and Tool User Groups with an ability to assign additional calendar and tool user groups (see image

below).
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Rules

| Add Rulejs) | | Delete Rule(s) |
Staff Account Automation Rule Setfings

Title/Role | Calendar Group Count | Tool Group Count | Homepage
ACADEMIC COACH 2 1 Campus Tools -
Campus Tools
ampus 1ools
Campus Tools
Foaod Service - Role Lamous Tools
FRAM Processor - Role - | Y
Health - Raole |Behavior Admin - Role \ %
Response fo Intervention - Role . J
Self Service Approver - Role
Special Ed - Role Homepage x
Supervisar - Role Campus Tools v
L Calendar User Groups
Assignable Calendar User Groups Selected Calendar User Groups
+ANDE ~ | |+ABAT -
+AUXI +ACPO
+AZAA +AJHS
+BANN +ACPE
+BASH +AAED
+BHS - | [TACCL -
+RHSE™ +4CCE
Tool User Groups
Assignable Tool User Groups. Selected Tool User Groups
e+ A4l ~ | |ADHOC READ OMLY -
BOOKSTORE MANAGER ATTENDANCE CLERK
BTE SITE LEADERS BEHAVIOR VIEW
COA OFFICE STAFF ADMIN ASST/SECRETARIES
COMM ED FEES ASST SUP/DIRECTOR -
COMPOSITE GRADING 477 ADETANAMA A AL ETAARA A ACETANAAN AT ETANN AN 4SS
COLMSELIMG SECRETARY v 1 4
*(Click and drag to select multiple) *(Click and drag to select multiple)
| Delete ‘ ‘ Cancel ‘ ‘ Save ‘

To create a new rule, click the Add Rule(s) button. The Staff Account Automation Setup
window will appear (see below).

1. First, select the Homepage. This will determine if users will be automatically sent to Campus
tools or Campus Instruction upon login.

2. Select which Titles are tied to this rule. Users who have this title selected on their District
Assignment will be granted the calendar and tool rights assigned within this rule.

3. Select which Roles are tied to this rule. Users who have this role selected on their District
Assignment will be granted the calendar and tool rights assigned within this rule.

4. Click the Next button.
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| Tool Group Count

| Homepage

Advisor - Ro & 1 Campus Tools

& 1 Campus Tools
Behavior Respo Approver - Raole 10 12 Campus Tools
Counselor - Rele & 1 Campus Tocls
Food Service - Role & 1 Campus Tools
FRAM Processor - Role

Health - Role
Response fo Intervention - R
Self Service Approver - Role
Special Ed - Role
Supervisor - Role
Teacher - Role

Staff Account Automation Setup

*8elect Homepage
Campus Tools A

*8elect Title(s) and/or Role(s)
Titles

*test
7-8 SPANISH TEACHER
ACADEMIC INTERVENTION

Selected Titles and Roles

ACADEMIC COACH
Behavior Response Approver - Role
FRAM Processor - Role

ACADEMIC INTERVENTION TEACHER
ACCOUNT TECH |

AP IR TS

4 L3

*(Click and drag to select multiple)
Roles

Advisor - Role -
Behavior Admin - Role

Counselor - Role

Food Service - Role

Health - Role

Response to Intervention - Role

Salf Sarvica Annrouar - Bala -

*(Click and drag 1o select multiple)

*(Click and drag to select multiple)

Once titles and roles have been selected, you now need to determine which calendar user groups
will be assigned to the rule. This step is optional.

If no calendar or tool rights groups are assigned to the rule, users tied to the

titles/roles selected in the rule will not receive tool rights or calendar rights during
account creation.

In this scenario, users will have to be granted tool rights and calendar rights manually via the

Tool Rights and Calendar Rights tabs within System Administration > User Security > Users >
Tool Rights, Calendar Rights

Calendar User Groups contain permissions for accessing all calendars assighed the selected user
group.

Calendars are assigned to User Groups via the Calendar Rights tab (System Administration >
User Security > User Group > Calendar Rights)

Select which Calendar User Groups to assign and once selected, click the Next button.
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Please consider the following:

e Only User Groups containing only calendar rights will appear for selection within the
Calendar User Groups window. User Groups containing a combination of tool rights and
calendar rights ARE NOT available for selection.

e Rule functionality requires calendar rights be assigned only to Calendar User Groups and
tool rights only be assigned to Tool User Groups.

e Calendar User Groups must be assigned to a single school. User groups containing
calendar rights for 2 or more schools will not appear in the Calendar User Groups window.

¢ Users who need calendar rights to more than one school will need to be granted these
rights either by adding additional Calendar User Groups to the rule or manually via the
Calendar Rights tab.

e Calendar rights are assigned based on the person's District Assignment record. If a user is
given rights based on a Rule, even if the rule contains several Calendar User Groups, the
user will only receive calendar rights for schools matching their existing District
Assignment record(s).

e The Tool Rights tool will prevent users from adding tool rights to calendar user groups.

e User groups containing all schools/all calendars are not available for use in the Staff
Account Automation tool. Each user account requiring access to all schools/all calendars
must be handled manually.

[Sta'lf Account Automation Setup x J

Calendar User Groups (Optional)

For the selected title(s) andior role(s) one or more of the calendar groups selected below will be automatically assigned to
the user based on the wuser district assignment.

Calendar User Groups Selected Groups
« | |OSELEMT1GALY N
0SDA
0SELD OSELEMT1KNOX
0SELEMDESTCOLL
OSELEMT1BOLO

OSELEMT1FRYE
OSELEMT1HART
OSELEMT13ANM
OSELEMT13HUM
0SHIGH

0sHUM

0SJHS
0SJUNIOR
OTARW

OWEIN

OWJIHS

oDl - -

*(Click and drag to select multiple) (Click to remove selected option)

‘ Frev HCanceiH Mext ‘

Select which Tool User Groups should be assigned to the rule. All tool rights assigned to the user
group selected will be applied to user accounts tied to the rule.
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Tool rights are assigned to User Groups via the Tool Rights tab (System Administration > User
Security > Users > Tool Rights)

Select user groups from the Tool User Groups window. Each selected user group will appear in the
Selected Groups window. Once all groups have been selected, click the Finish button. The Rule
has been created and will now assign the selected user group calendar and tool rights to users who
have matching District Assignment Role and/or Title values.

Please consider the following:

e Only User Groups containing only tool rights will appear for selection within the Tool User
Groups window. User Groups containing a combination of tool rights and calendar rights
ARE NOT available for selection.

e Rule functionality requires calendar rights be assigned only to Calendar User Groups and
tool rights only be assigned to Tool User Groups.

e The Calendar Rights tool will prevent users from adding calendar rights to tool user groups.

Staff Account Automation Setup ®

Tool User Groups (Optional)
For the gelected title(z) and/or role(s) select all the tool groups to be automatically associated.
Tool User Groups Selected Groups

STUDENT GENERAL READ ONLY ~ | | TEACHER -

STUDENT SUMMARY VIEW

SUMMER SCHOOL ADMINISTRATION

SURVEY

SYSADMIN

TEACHER SPECIALIST(CURR, READ, ELD)

TEXTEOOK COURSE ASSOCIATION

TITLE 1 COORD

TRANSCRIPT POSTING ADD ON

TRANSCRIPT PRINT

TRANSPORTATION OFFICE STAFF

TRUANCY OFFICER

UNFILTERED SEARCH

USER SECURITY

WAREHQUSE -
4 » -

*(Click and drag to select multiplg) (Click to remove selected option)

| Prev || Cancel H Finish |

To delete an existing rule, click the Delete Rule(s) button. The Delete Titles And/Or Rules
window will appear. From the Current Titles and Roles window, select which titles or roles (Rules)
should be deleted and once all have been selected, click the Delete button.

You can also delete a rule by selecting the rule from the Staff Account Automation Rule Settings
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window and selecting the Delete button.

The selected Rules have been deleted from Campus and will no longer be applied to generated staff
user accounts.

Deleting a rule has no effect on already created user accounts.

Rules
| Add Rule(s) || Delete Rule(s) |
Staff Account Automatio. Rule Setfings
Title/Rale | Calendar Group Count | Tool Group Count |k
Advisor - Role 8 " Campus Tools -
Eehavior Admin - Role 8 11 Campus Tocls
Behavior Response Approver - Role 10 12 Campus Tools
Counselor - Role 11 Campus Tocls
Food Service - Role B )
FRAM Processor - Rale 10N Delete Titles Andior Roles x
Health - Role 8 )
Response to Intervention - Role 8 m . ) .
Self Service Approver - Role 8 Select Titles(s) and/or Role(s) for deletion
Special Ed - Role k] Current Titles and Roles Titles and Roles to be deleted
Supervisor - Role 8 Advisor - Role +| [ACADEMIC COACH -
Teacher - Role 0 Behavior Admin - Role Food Service - Role
Eehavior Response Approver - Role FResponse to Intervention - Role
Counselor - Role
FRAM Processor - Role
Health - Role
Self Service Approver - Role
Special Ed - Role
Supervisor - Role
Teacher - Role
- -
*(Click and drag to select multiple) *(Click and drag to select multiple)

Automatically Disable Accounts After Staff Member is No
Longer Employed by the District

Marking this checkbox means all staff accounts will be disabled based on the following logic:

e Accounts will be disabled as of the End Date entered on theirdistrict assignment record (if the
person does not have an active district employment record).

e If an End Date is entered on a person's district assignment record but they have an active
district employment record, the user will be disabled as of the End Date entered on their
district employment record.

e If an End Date is entered on a person's district employment record but they have an active
district assignment record, the user will be disabled as of the End Date entered on their district
assignment record.

o In order for a user to be disabled, they must no longer have an active district employment
or district assignment record. If an End Date is entered on both a user's district
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employment and district assignment record, logic uses the latest date of the two dates as
the account disable date.

7] Automatically disable accounts afler siaff member is no longer employed by the district
{Mote: Some staff accounts will not be automatically disabled with this functionality. Districts should check the "Accounts Requiring Review" option within the "User

Account Automation Log” report to keep frack of those accounts and manually disable them when no longer needed. )

Please consider the following:

e You must opt-in to this preference. It is not automatically turned on by default.

e The disable process is not immediate and occurs during an overnight job that is run. Staff
are not disabled the moment an End Date is entered on their district assignment/district
employment record (based on the logic mentioned above).

o If you need to immediately disable a user account, go to that user's User Account tab
and mark the Disable checkbox.

¢ |f the staff member has other existing and active District Assignment records, their
account will not be disabled.

¢ |f the staff member has a future District Assignment record entered within Campus their
account will not be disabled.

e This preference is district-wide. This preference affects all staff within a district and cannot
be turned on or off at the school level.

e Disabled accounts are not stripped of their credentials. If an account is enabled after being
disabled, the staff member can continue to use their same username and password.

e Users with a Product Security Role will have their account disabled when their District
Assignment and District Employment record expire.

This preference DOES NOT disable user accounts which have no employment records (district
employment or district assignment records). These accounts must be manually disabled via the
Disabled checkbox on the User Account tab.

To view a list of all user accounts which do not have employment records, please see the
'Accounts Requiring Review - Staff' option of the User Account Automation Log.

User Account Automation Log

This report refrieves log information related to the user account automafion process.
MNOTE: - Log enfries older than one year will be deleted from the system.

The following describes the types of items you may see in the log:

- Collision Resolution refers to accounts that were successfully created but were given a different username than the expected format because a user account with that usemame already exists.

- Failures refers fo accounts that were unable to be created and require administrator attention

- Disabled Accounts refers to accounts that have been automatically disabled.

- Accounts Requiring Review - Staff refers to those accounts where the user does not have any history of employment with the district. (Mofe: Accounts Reguiring Review will not be disabled by the autemafion. Any accounts
listed in this report will need to be disabled manually. For security purposes we recommend the district review these accounts on a regular basis, as there should not be more than a handful of these accounts }

Review Log Entries /
| Filter By: | Account Requiring Review - Staff ¥ | I

Dals Range: 1272017 I 5] To | 1127/2017 75|

Format
Generate Report

Help! The Rules Editor is Saying There is an Invalid
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Configuration

If incorrect modifications were made to the attribute dictionaries for Titles or Roles or if calendar
rights or other items were modified in the back-end of Campus, this may cause existing Rules to
become corrupt and thus cause your automation configuration to no longer be valid. If this occurs,
an error message will appear in the Staff Account Automation area stating "User accounts cannot
be created by the automated system because your rules configuration is invalid" (see image
below).

Staff account automation is disabled until the configuration is corrected. Once corrected, any
users added during the down period will have a user account automatically created and the
user can access their new user account the day following the day the configuration was
corrected (user accounts are created during an overnight job).

Password

Each account generated will be assigned a randomly generated password.
Fules /

@ User accounts cannot be created by the automated system because your rules configuration is invalid.

Fix Configuration

| Add Rule(s) || Delete Rule(s) |

Staff Account Automation Rule Settings

Title/Role | Calendar Group Count | Tool Group Count | He
Administrative Aides 162 37 Campus Tocls .
Administrative Clerks and Secretaries 162 37 Campus Tools
After School Teacher o us Tools

To view a list of the misconfigured data and to potentially delete the data from the system, click the
Fix Configuration button (see below). The Fix Configuration window will appear, displaying all
misconfigured data and the reason the data is considered invalid.

To correct this issue, you can either modify/update these items one by one within Campus and set
them to their correct values or you can have the Fix Configuration tool delete them from the system
by clicking the Delete button.

Copyright © 2021 Infinite Campus. All rights reserved.


https://dyzz9obi78pm5.cloudfront.net/app/image/id/5eb5d39dec161cfb6a450d75/n/bad%20configuration%201.png

nfigite

Password
Each account generated will be assigned a randomly generated password.

Rules
@ User accounts cannet be created by the automated system because your rules configuration is invalid. /
I Fix Configuration I

| Add Rule(s) | | Delete Rule(s) |
Staff Account Automation Rule Settings

Title/Role | Calendar Group Count | Tool Groyd Count | Homepage

Administrative Aides 162 37 Campus Tools “
Administrative Clerks and Secretaries 162 37 Campus Tools

After School Teacher

Fix Configuration J x

Below is a list of misconfigured staff automation settings. The relationship between user groups and titles andfor roles for the
itemns listed below will be deleted. Existing user accounts, titles, roles, and user groups will not be affected.

Item | Description
Clerical Staff This fitle doezn't map to an active item in the dicticnary.
Health Tech This fifle doesn't map to an active item in the dicticnary.
‘Campus Supervisor  This fitle doesn't map o an active item in the dicticnary.
MNurse This fitle doesn't map to an active item in the dictionary.
Library This fifle doesn't map to an active item in the dictionary.
024 This fifle doesn't map to an active item in the dicticnary.
067 This fitle doesn't map to an active item in the dictionary.
119 This fifle doesn't map to an active item in the dicticnary.

Once all items have been corrected and/or deleted, the error message will go away and staff
account automation will resume working within Campus.

Communicating New User Accounts to Staff Members

For more information about communicating usernames and helping staff members log into their
new account, please see the following articles:

e Notifying Users via Email
e Notifying Users via Letters
e Scheduling a Recurring User Account Message

If generating random passwords for users, it is critical you follow the steps detailed in the articles

linked above. This is the only way to properly have a users log in and set their own
password if a random password was established by Campus.

Campus highly recommends you establish a recurring user account activation message.
Please see the User Account Messenger Scheduler article for more information about
this process.
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This section is not available if the Authentication Type is set to LDAP or SAML as account
passwords are controlled and managed via your IDP.

Reviewing User Group Calendar/Tool Rights and Associated
Rules

PATH: System Administration > User Security > Reports > User Group Report

Users can generate the User Group Report to assist in creating and modifying Rules. This
report details all existing user groups, tool and calendar rights associated to specific user groups,
and user groups associated with specific Rules.

For more information about this report, please see the User Group Report article.

Index Search . User Group Report

This report provides both a high level overview and detailed information about user groups.

Search Campus Toals o)
The following options are available for this report:
. - User Groups Summary: Provides a list of all existing user groups
* User Security - User Group Details Report: Provides a list of all tool and calendar rights associated with selected user group(s) (limited to 50 groups in PDF format)

- Staff Automation Rule Details Report: Provides a list of all user groups associated with selected rule(s)

Users

User Groups Report Selection
Report Type: | User Groups Summary v

Student Accounts
= Batch and Import Wizards

» LDAP Management Format:

* SAML Management *For best results, ensure that your printer is setfo print in ‘landscape’ mode.

» User Preference Management Generate Report

E-Signature
* Reports
Client Statistics
Tool & Calendar Right Access

User Account Automation Log

User Group Report

» FRAM

Related Tools

Tool Description
User Account This tool allows users to batch create student and staff user accounts using the
Batch Wizard census email address or a username patterns, enable student and staff user

accounts, disable student and staff user accounts, force a password reset for
student and staff user accounts, and add or remove user groups for user
accounts en masse.

User Account This tool allows you to view detailed information about user account username

Automation Log modifications, user account creation failures, accounts automatically disabled
via preferences set in the Account Security Preferences tool, and staff accounts
not automatically disabled by Account Security Preferences.

User Group This tool provides high-level and detailed information about which user groups
Report exist, all tool rights and calendar rights assigned to each user group, and which
user groups are assigned to which Staff Account Automation rules.
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Tool Description

User Account The User Account Messenger Scheduler allows you to establish recurring user
Messenger account messages which can be sent daily, weekly, or monthly to users who
Scheduler meet message template criteria.
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